B LUOPOBOM
MMUPE

UnmocTpupoBaHHbie COBETbL OT
«JlabopaTopuu Kacnepckoro»




NMPEANCINOBUE

PacuBeT UMdPOBOro MMpa OKasasCs He COBCEM TaKMM, KaK Mbl OXUOANM.
MepcoHasibHble KOMMbIOTEPbI U MOBUbHbIE YCTPOMCTBA NOAAPWAN NIOAAM AOCTYN

K 3HaHMSM N HOBble BO3MOYHOCTW AN O6MEHa MMM, XXM3Hb CTana NpoLLe 1 Nyylle
6narofapst HOBbIM TEXHONOIMSAM, B MEPBYIO ovepenb BcemmpHoin naytmuHe. Ho oyeHb
CKOPO OKa3aNioCb, YTO Yy MeAann ecTb U 06paTHas CTOPOHA: MOSABUIMCH NeEPBbIE CyYau
KpaXku TMYHOM MHGOPMaLMK, LMbPOBbIE BPEAOHOCHbIE MPOrpamMMbl HAYYNIUCh Ha-
HOCWUTb peasbHbli yLLEPH, a PasInNYHble MPECTYMHUKN U U3BPALLEHLbI CTasv UCMONb30-
BaTb CeTb KaK JIMYHYIO UIPOBYHO MIOLLAJKY.

Ho Hawnwmch Te, KTo BbICTYNWNN MPOTNB XaOCa U co6pan BECb CBOM OMbIT 60pb6bl C HM,
YTObbI nepenaTtb ero cnenyrwmm NoKOJIEHUAM. 3aechb MpayvHasa 4aCTb IereHabl 3aKaH-
YMBAETCH, M HAYNHAETCA Hallla MCTOPpKNA...



3HAHUS — OCHOBA 3AlLUTbLI OT KUBEPYIPO3




COBET 1: NMOJNE3HDLIE 3HAHUA

[MpeacTaBbTe cebe: BUPYC NPOHMKAET B KOMMbIOTEP MO TenedOHHOM CETU, BKItOYaeT
ero cpeau HouYM 1 JaeT KOMaHAy Ha 3anycK sAepHbIX pakeT... X1Bas KapTUHKa nony-
vaeTca? Ecnu fa, To 6narogapuTb 3@ 3TO HAAO rONNMBYACKME GUNbMbI, AaNekmne OT
peanbHOCTU. B XM3HM BpeAOHOCHbIE MPOrpamMmbl AENCTBYHOT NO-APYrOMYy U, Kak npa-
BUJIO, aTaKyIOT UHble Lenu. BUpycbl MCMONb3yOT KaK yAa3BMMble MECTa KOMMbIOTEPHbIX
CUCTEM, TaK M HE3HAHWME NX NOJIb30BaTENS MU OCHOB MHOOPMALIMOHHOW 6Ee30MacHO-
CTW. 3BYYUT HEBEPOSITHO, HO €C/N XaKep 3aXOUET 3apa3nTb YeN-HUOYAb KOMMbIOTEP,
eMy He HY>KHO byaeT MmcaTb COTHM CTPOYEK abpakadabpbl NO4 TPEBOXHYIO My3bIKY,
[OCTaTOYHO NULLUb MOCAATh NOJIb30BATENO INEKTPOHHOE MNCbMO C 3aPaXKEHHbIM
BNOXeHWeM. ECnm TekCT nncbMa 6yaeT 4OCTaTOUYHO yb6eanTe bHbIM, XXePTBa CaMa
3anyCTUT BJIOXEHHYIO BPEAOHOCHYIO NporpamMmmy. Notomy nobena 4eCTHbIX Ntoaemn

B COPEBHOBAHWM C KM6EPNPECTYNMHUKAMM HANPSMYIO 3aBUCUT OT UX OCBEAOMIEH-
HOCTM 06 yrpo3ax.



BAOIU BEAYWUX AHTUBUPYCHbIX KOMIMAHUA — OT AUYHBIA UCTOYHUK
MHPOPMALMKN O HOBLIX YITPO3AX




COBET 2. UICTOYHUKU UHOPOPMALIUU

MpenynpexaeH — 3Ha4YUT BOOPYXKEH, U 3TO OCOBEHHO BEPHO AN MHGOPMALMOH-
HbIX Yrpo3. B BOMHe Mexay yrpo3amMm 1 3almMTOMN OT HUX NO6eXAaeT Jaxe He TOT, KTO
Nyyllle OCHaleH, a TOT, KTO 60/blUe 3HAEeT O NPOTUBHMKE. B 6n1orax aHTUBMPYCHbIX
KOMMaHMN BCEria MOXHO HalT1 CBeAeHMs O BUPYCax, MPUeMax 3M10YMbILLIEHHMKOB
n ys3BuMocCTsx B [1O. OTTya e BHUMATENbHbIV YNTATENb Y3HAET, KaK HEe MOMNaCTbCs
Ha YAOYKY MPECTYMHWKOB M MPeaoTBPaTUTb aTaKy Ha CBOW KOMMbIOTEP.



AEAUTECE NMOAYHYEHHBIMU 3HAHUSMU C POAHBIMU



COBET 3: 3ABOTA O BJIN3KUX

[lna aTak Ha YeCTHbIX MOJIb3OBaTENEN XUTPOYMHbIE Xakepbl N306peNn GULLINHT, SKC-
MAONTbI, MaIBEPTAN3NHT M APYr1e HEMOHATHbIE CI0Ba. HO 3TO He camoe onacHoe.
CamMoe CUnbHOE OpYyXXMe B apCeHasne KubepnpecTyrnHUMKOB — HEOCBEAOMIEHHOCTb
NX XKePTB O KMbepyrposax. Henb3s 3aWMTUTBCS OT TOrO, O YbeM CYLLECTBOBAHMM Thl
He MoAo3peBaeLlb, U TYT Ha NePBbIM MiaH BbIXOAUT CBOOOAHbIN OO6MeH MHbOPMaLMel
Mexay NoTeHLManbHbIMU epTBamMu. He CTeCHSMTeCh paccKka3sbiBaTb POAHbBIM O HOBbIX
Knbepyrpo3ax BO BCeX MOAPOBHOCTSX, MOMHUTE: MpeaynpexaeH — 3Ha4YUT BOOPYXKEH.



NOAEAUTECE C AETBMU 3HAHUIAMU O KUBEPMUPE



COBET 4: OBYYEHMUE OETEU

La>ke camMmble COBpeMeHHble POANTENN CKIIOHHbI HEAOOLEHMBATb CKOPOCTb, C KO-
TOPOM pebeHOK OCBaMBAET KOMMbIOTEP, ragXXeTbl U MHTEPHET. Elle BYepa OH He
yMeJ1 rOBOPUTb, @ CErO4HS Y)Ke 3apermcTpMpOBaH Ha eCaTKax CanToB 1 BeaeT

CBOW KaHan Ha YouTube. M UMeHHO OT Bac 3aBUCUT, KaKUM KMbepaTakam OH CMOXET
NMPOTMUBOCTONTb — HUKTO APYron He pacCKaXkeT pebeHKy O cobnasHax M ONacHOCTSX
CeTun. 2TV 3HAHUS COBPEMEHHOMY MOAPOCTKY CTAHOBATCS HEOOBXOAMMbI FOPa3ao0
paHbLUE, YeM MOJIOBOE BOCMNUTAHME.



HE OCTABASWUTE CBOM NMOYTOBLIN AAPEC B NYBAUYHbIX MECTAX,
ECAM HE XOTUTE CTATb MULWIEHBIO CMTAMEPOB




COBET 5: NMOYTA BE3 MYCOPA

BO3MOXHOCTb OOPATUTBLCS K KXKAOMY XUTENO MIAHEThl C MPOHUKHOBEHHbIMY CNOBa-
MW W BbIFOAHBIM KOMMEPYECKUM NPeaIOXEHNEM — rolybas MeyTa HEKOTOPbIX PaboT-
HUKOB PEKTAMHOM MHAYCTPUK, KOTOpasa CTaja pealbHOCTbIO 6arogaps SN1eKTPOHHOMN
noute. B Halwe Bpems C TakKMMK NOLAbMM 3a PYKY YXKe HE 30POBAtOTCH, TaK KakK MOTOK
peKnamHbIX MMcem (Cnama) NpeBbICK BCE pa3yMHble Mpefenbl, CO34aBast CEPbE3HYIO
Harpy3Ky Ha MHTEPHET 1 NCUXMKY MOMb30OBATENEN, BbIHYXXAEHHbIX KaXKAbIM AEHb OYU-
LLATb 3NEKTPOHHbBIN ALLMK OT peknambl. YTO6bl HE TPATUTb BPpeEMS Ha MyCOp, n3beramTte
«CBETUTb» CBOM aApeca B OOLeAOCTYMHbIX MECTaX — YXXe Yepes HECKONbKO CEKYH.,
nocne pasMeLLeHns 3NeKTPOHHOro apeca Ha Ny6anYHom bopyme OH nonajaet

B pyKun cnamepam. [noabl nporpeccal



. BHUMATEABHO U3YYUTE OPULUMNAABHOE NUCbMO,
MPEXAE YEM CAEAOBATb HAMMMCAHHOW B HEM MHCTPYKUUMU



COBET 6: NMOAAEJIbHbIE MAUCbMA

He »>xganu anekTpoHHOro NMcbMa OT HaIOrOBOWM CNy»6bl, @ OHO NMpuwno? [la ewe

N C TpeboBaHMEM HEMeA/IEHHO YMIaTUTb LWTPad, MOKa AeNo He nepenany B MpoKypaTy-
pY, CYA U PaCcCTPENbHYIO KOMaHAy? He ropsumTech 1 He cnewmnTe KIMKaTb Mo CCbin-
KaMm M3 MUCbMa UM OTKPbIBATb MPUNIOXKEHHbIE AOKYMeHTbl. CHavana ybeamnTech, YTo
3TO N1cbMo aencTtemutensHo oT ®HC, Beab NnogaenbHble MUCbMa OT MMEHM Pa3IMYHbIX
rOCyAapCTBEHHbIX CNY>6 N M3BECTHbIX KOMMAaHUN — OANH N3 CaMblX MOMYASPHbIX CMO-
COBOB PACMPOCTPAHEHNS KMBEp3apasbl. 3/10YMbILLINEHHMKN MOTYT Ha3biBaTb CE6H
HaNOroBMKaMmu, NPeacTaBUTENSIMM CyAa NN OPYTUMU TOCCYXKaLUMMK, NpeacTaBuTe-
NAMU COLMANbHOM CETU MW MHTEPHET-NPOBalAepa — KeM YrofiHO, NNLLb 6bl 3aCTa-
BWTb BaC NOTEPSATb 6AUTENbHOCTb 1 BbINOAHUTbL HEO6XOANMbIE UM AeNCTBUS. [ToTOMY
He NoneHnTeCh NPOBEPUTL NOANMHHOCTb COOBLLEHNS MO APYTMM KaHalam CBS3N,
HampuMep NO3BOHNTE B MECTHYIO Ha/IOrOBYHO MO TeNnedoHy.



HE OTKPbIBAUTE COMHUTEABHBIE BAOXEHUS



COBET 7: CKPbITASA YITPO3A

Bbl ntobuTe Cropnpur3bl? XopoLllas HOBOCTb — B MHTEPHETE MOJIHO NOAEN, KOTOPbIEe
Mo6aT Ux Aenatb. ECTb 1 Apyras HOBOCTb, MOXYXE: 3TK CIOPNPM3bl BAM HE MOHPAaBST-
C$l, MOCKOJIbKY B UX CO34aHUN MPUHSIN YHaCTUE 3NI0YMbILLUNEHHUKN U BPEAOHOCHOE
nporpaMmmMHoe obecneveHre. Hanpumep, ecnu Bam npuLLiIo NMCbMO CO CCbIIKOM Ha
«KPYTOE BMAEO, O6XOXOUELLbCS!» MAN BIOXEHHBIM apPXMBOM C «POTKaMKM C TOM TyCOB-
KM», 3alyMalTeCb: KTO BaM ero npmcnian n 3ayem? BecbMma BEpPOSTHO, YTO OTMPaBUTENb
MUCbMa BaM HE3HAKOM, a B apXmMBe BMECTO XeNaHHbIX GoTorpadmm CUANT TPOSHELL.
[MO3TOMY HE OTKpPbIBaMTE TaKME BNOXKEHUS, aXe €C/IN Bbl O4EHb, OYEHb NIOOUTE Clop-
npw3bl.






COBET 8: ®AJIbLUUBDLIE BOTAYM

Ecnn knbepapxeonorn ganekoro oyayuiero BO3bMyTCs pa3dupaTbCs B TPUIMOHAX
SNEKTPOHHbBIX MUCEM HaLLEN MOXU, UX HABEPHSKA N3YMUT KOJIMYECTBO MUIITIMOHEPOB,
NPOXKBaBLKMX B HUrepmn. Bo3aMoXHO, 3Ta CTpaHa Laxe BOMAET B yY4EOHUKM KaK BOJI-
LWEeOBHbIN KpaK, rAe XUan CKazovHo 6oraTtble, HO MOroIOBHO HECYACTHbIE Ntoaun. B Hawe
BPEMS B TaKMe CKa3KM BEPUTb HE CTOUT: AaXKe €CM B STOW HeE6OraTom, CKaXxemMm nNpsimo,
CTpaHe, OTLILLETCHS MUITTMOHEP, BPSL /I OH CTAHET B3bIBaTb O MOMOLLM K HE3HAKOMO-
My YeJsioBeKyY 13 fAanekon Poccuun, Aa eLle v rno 3MeKTPOHHOM noyTe. Ha caMom aene
MUCbMa OT MMEHU HUTEPUMNCKMX MOLLEHHNKOB, adPUKAHCKMX MPUHLIEB U APYTrnX 60-
raTbIX, HO HECYACTHbIX MEPCOHAaXeW PacChIaOT MOLIEHHUKK, pacCYMUTbIBalOLWLME NO-
XVBUTHCS 338 CHET JIHOACKOW XaAHOCTU. Xenatowme pasfnenntb C KMUTMOHEPOMY» ero
60raTCTBO MAATAT «33a OQOPMNEHME AEHEXHOIO NepeBoAa», OMIaYMBaOT «HANOr Ha
HaACNeLCTBO» UJIN KTOHOPAP IOPUCTa» U TEM CaMbIiM KOPMAT FONOLAHOMO, HO XUTPOro
obuTaTens Janekom CTpaHbl (Heobsa3aTenbHO Hnrepmm) n BCcex ero COO6LLHMKOB.



CMAM-PACCBIAKA — MAOXOW UCTOYHUK NMPEAAOXEHUN O PABOTE



COBET 9: OIACHbIN CNAM

Pa6oBnanenbLbl U He NOAO3PEBANN, YTO MHOTME IOAM CaMM pabl BNPSYbCS B IpMO
6€e3 Kakon-1Moo nnatbl. Bce, 4TO HY)KHO, — OOMaHYTb UX, BHYLUMB HaAeX4y Ha 30/10-
Tble ropsbl. VI cambl NPOCTOM CNOCO6 MacCOBOro Habopa 6eCnnaTHOM Mn KpanHe
JleleBon paboyern cunbl — O6bIYHbIM CNaMm. [naBHOE, NpUayMaTh 3arofIOBOK Nosipye

n obellaHna nonpmenekaTenbHee. Bbl yMHbI M HMKOr4a He MonaaeTech Ha 3aMaHYMBOe
npeanoXeHme 3apaboTka B MHTEPHETE? YTO X, 3TN «BU3HECMEHbI» O6OMAYTCS U 6€3
BaC, Cpeay MUIIMOHOB NOJMlyYaTenem pexknamMHbix MOCAaHUA HECKONbKO COTEH A0BPO-
BOJIbLIEB O6A3aTENBHO HANMAETCS.



KPAXA AVUYHBIX AAHHbIX MPUBOAMUT K KPAMHE HEMPUATHBLIM NMOCAEACTBUSIM



COBET 10: 3ALLUUNTA JINHHOCTHU

Bce ntoam poxkaeHbl pa3HbIMK, HO B MHTEpPHETE NONb3oBaTeNb Bacs oTnmnyaeTcs ot
nonb3osatens [1eTm B OCHOBHOM YHMKaJbHbIM COYEeTaHMEM MMEHW U MAapOs, KOTOpbIE,
KaK M tlobble Apyrme AaHHble, MOXHO YKpacTb Uam nogaenats. VM ecnmn Bace noHago-
6unocob BblaaTh B CeTu cebs 3a [eTio, eMy AOCTAaTOYHO MPONTM NpoLLenypy «BOCCTa-
HOBNIEHWS MAPONSA», ANt KOTOPOW HYXXHO NMLLb BbI3HATb O [1eTe HeCKONbKO AeTanemn,
YTO MOXET OblTb COBCEM HETPYAHO — 3a4aCTYyHO AOCTATOYHO M3YyUYNTb OTKPbITbIN NPO-
dunb NMNeTn B COUManbHOM CETK, TOE YXXe HanMcaHO MHOIo MHTepecHoro. Hanpumep,
MOXXHO HaNTK AaTy POXOEHUS CYyNpyru UM KNMYKy ntobnumMmon cobakm NeTun, koTopble
MOTYT MCMONb30BATHCS B KAYECTBE OTBETOB Ha KOHTPOJIbHbIM BOMPOC NpW perncTpa-
UMK ALK SNEKTPOHHOW MoYTbl. A 3aBnages novtomn [eTtn, Bacs cMoxeT nonyunTb
JOCTYyM KO BCEM CepBUCaM, rae leTs ykasan 3TOT MOYTOBbIM apec B Ka4yeCcTBe agpeca
PErncTpaLmm, a TakKe pa3ocsaTb €ro Apy3bsiM MHTEPECHbIE NMCbMa. Mopanb NpocTa:
nepcoHanbHble AaHHbIE MMEIOT BbICOKYIO LLIEHHOCTb, HE CTOUT UMK 6e34yMHO pa3bpa-
CbIBATbCS.






COBET 11: UHTEPHET AN OETEN

B 60/bWMHCTBE C/ly4YaeB NPOrpamMmbl POANTENBCKOIO KOHTPONS OTIMYHO pabo-
TaloT, orpaxkaas pebeHka ot BpeaHom MHOOPMALMM N HEXENATEIbHOTO OBLLEHMS

B MHTepHeTe. OQHAKO OHWM He MOMOTYT, eC/IN ANTS Y3HaNO NapOsb OT BaLLEN YY4ETHOMN
3aMMCK U HabpPasoCh AOCTATOYHO XPAaBbPOCTU, YTOObI 3aMTK B CeTb C BalLMMM, B3POC-
JIbIMW, MPaBaMy AOCTyMa. PE6EHOK HE MOXET COMTM 3a B3POCIOro B peasibHOM
XXW3HW, HO B KW6EPMMPE BCE CTAHOBUTCS MPOLLE, MOCKOJbKY peanbHOe GOTO y Mosb-
30BaTena TPebytoT PeaKo, a AOKYMEHTbI — elle pexe. [TOMHUTE, YTO YeM CTpOoXe

Bbl 3aMpeLlaeTe YTO-IMOO0 PeEBEHKY, TEM CUbHEE eMy 3TOro xodeTcs. [la n B 1tobom
crnyyae, He CTOUT XpaHUTb Naposb B AOCTYNHOM MeCTe.



SAWMNTUTE PEBEHKA MNMPU NMNOMOWKN POAUTEABCKOIO KOHTPOA4A



COBET 12: 3ALLLUTA PEBEHKA

Korpaa Balla LOYb-TPETbEKNACCHMLA HAaYHET BbIPaXXaTbCs KaK CarnoOXXHWK, Aa eLle

N NPOSIBUT MOPA3UTENBHYIO OCBEAOMNEHHOCTb B BOMPOCAax B3aMMOOTHOLLEHUM MONOB,
HEe CrneLwnTe pyraTtb ee OAHOKIACCHUKOB MM HEBO3LAEPXKAHHbIX Ha A3blK cOCeel.
ICTOYHUK 3513, CKOpee BCero, He BO ABOPE M HE B LLIKOJIE, @ B KOMMbIOTEPE pebeHkKa.
MHormne poautenm oatoT NO6MMOMY Yaay AOCTYN B UHTEPHET paaun ero passmTus

M yCnexoB B yyebe, He 03a60TUBLLUCH UbTpaumen cogepxmmoro Cetn — a Befb
HemMasias ee 4YaCcTb COBCEM He npefHa3sHayvyeHa ansa geten! ECTb Tpu BapraHTa: OTHATb
KOMMbIOTEP, MOCTOAHHO CTOSTb 3@ CMMHOW pebeHKa, BHUMATENbHO C/ies 3a TEM, YTO
OH [IeNIAaeT 33 KOMIMbIOTEPOM, U/ XKE BOCMONb30BATHCS NPOrpaMMaMmn POANTENBCKOrO
KOHTPOSS. BoibpanTe Ha CBOW BKYC.



/
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UCMOABb3YWUTE TBOPYECKUM MOAXOA K CO3AAHUIO MAPOAEMN...



COBET 13: CNOXXHbIX NAPOJIb

Xakepbl Ha4YMHaOT NOAGOP NaPOSIsS C MPOBEPKN MO CreumanbHbiM CIOBAPsiM, B KOTO-
PbIX COAEPKATCA MUINIMOHbBI MapOsiel, Koraa-To rae-ToO UCMOb30BaHHbIX. Tak YTO BCe
Napou, KOTopble CXomdy NPUOYT BaM B rOSIOBY, CKOpPee BCEro, B 3TUX CIOBAPSX YxKe
eCcTb — Cpeay MUIIIMOHOB NIIOAEN HAaBEPHSKA HALWIMCh Ball CO6PaThs MO CKAaay
yMa. Ho B mto60M cnyyae He cieflyeT UCMO/b30BaTh B KAYeCTBe NMaposis pacnpocTpa-
HEHHble C/TOBA, CTPOYKM U3 MECEH UM Ha3BaHUA GUIbMOB, KIIMYKY CBOErO KOTa, AaTy
POXIAEHUS U APYTYIO MHOOPMALIMIO, KOTOPYHO SIEFKO HANTWN B COLIMANbHbIX CETAX MU
yragath.



.1 AEAANTE UX MO-HACTOSWEMY CAOXHbIMU
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COBET 14: HAAEXXHbIV NAPOJIb

MpocTom cnocob co3aaTh CAOXKHbLIN MapOb — accoumaumn. Beibepute CnoBo-
COYeTaHKe, accoummpytoLLleecs C CEPBUCOM UM CaUTOM, AN11 KOTOPOIO HYXeH
naponb, HabepuTe ero Ha naTuHULE, pa3daBbTe HECKONbKMMUM LndpaMn 1 cnew-
CMMBOAMU, N B pe3y/ibTaTe NonyymTe 4OCTAaTOYHO ASIMHHBIM U HAAEXHbIN NapO/ib.
[NaBHOE, TaKOM NapOb HETPYAHO 3aNMOMHUTbL, BEAb KaXyLLeecs Ha NepPBbIv B3rNaL
6eCCMbICNIEHHbBIM COYeTaHMe 6yKB, LMbpP M CUMBONOB ByAeT MMeTb CMbICA ANs Bac.
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UCMOAB3YNUTE MEHEAXEP AAS CO3AAHUS U XPAHEHUS MAPOAEN



COBET 15: XPAHEHUE NMAPOJIEW

Yem cnoxkHee Naposib, TEM C/IOXHEE ero nogobpaTh. Yem npolle naponb, TeM NpoLLe
ero 3anoMHUTb. [onyyaeTcs, Naposib LOMKEH ObITb U CNOXHBLIM, U MPOCTbIM OLHOBpPE-
MEHHO — NapafoKC, PELUUNTbL KOTOPbLIN HE KaXAOMy noa cuny. Ecnm coseT ¢ accoum-
auMsaIMKM BaM He MOAXOAMUT, MONPOBYNTE CheLmanbHYO NPOrpaMmmMy-mMeHemKep napo-
nen. OHa co30acCT 415 BaC CNOXHbIE, YHUKanbHble (!) naponu ans oHnamH-cepBuCOB,
COLMaNbHbIX CETEN, MPUTOXEHUN U MP., @ 3aTEM COXPAHUT UX B CBOEW 3alLMPPOBaH-
HoW 6a3e. Ml BaM OCTaHeTCs TO/IbKO MpuAyMaTbh OAMH, CaMblA TABHbIN Napofib OT Me-
Hekepa naponen. NoMHUTE: OH LOMKEH 6bITb TAKUM C/TIOXHbBIM, YUTOObI €r0 Hesb34
66110 NOA06PATH, U TaKUM MPOCTBIM, YTO6bI €F0 MOXHO 66110 3aMOMHUTB!



-

KOMUIO LUEHHbIX AAHHle MOXHO PASBMECTUTb B Y AAAEHHOM XPAHUAMULUIE...



COBET 16: PESEPBHOE KOINMUPOBAHUE

KomnbtoTepbl TOXE CMEPTHbI, 1 6Oosiee TOro, BHE3ANMHO CMEPTHbI. 3a4acTyto noTe-
PATH «KeNe30», ae CaMOe COBPEMEHHOE, AANIEKO He TakK OOMAHO, KaK yTpaTUTb
apXMB CeMenHbIX doTorpadurin, NOYTM AOAENAHHbBIA ANMNOMHbBIN MPOEKT UK, CKa-
XeM, cobupaBLleecs rogamm noptdonmo. K cyacTblo, BCe 3TO 3af4€elleBO — a TO

M 6ecnnaTHO — MOXHO Pa3MeCTUTb B KAaTaCTPOPOYCTONUYNBOM LEHTPE O6PabOTKM
JaHHbIX, NPUHaanexalemM KpyrnHom kKoMmnaHum. CaMmoCTOSTENbHO MM C MOMOLLbIO
cneunanbHoro MO MOXHO peryaspHO KONMPOBaTb AaHHbIE C KOMMbOTEPA UM CMapT-
$OHa B 3TOT LEHTP, YTOObLI OHM BbIIN MOA PYKOW Ha CAy4an aBapun. DTO Ha3blBaE€TCH
061a4HbIM XPAHUIULLEM, M TaKME XPaHUIMLLA CeNYac BECbMa PacnpPOCTPaHEHDI.
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..TOFAA BALWM PANAbI MEPEXUBYT MO"EYEO KATACTPO®PY



COBET 17: BESONMACHOCTDb AAHHDbIX

brnarogaps yaaneHHbIM XpaHUAKMLLAM, Aaxe B C/ly4ae NOSIHOrO BbIMMPAaHUS YenoBeye-
CKOro poaa B pe3y/ibTaTe Kakoro-amb6o KaTtakamama, byaylime MHOMMIaHEeTHbIE UCCne-
floBaTenm 3eMnm CMOryT NoMo60BaTbCs Ha MHTEPbEPbI 3EMHbIX TYaneToB 1 IMGTOB,
3aC/IOHEHHbIX YNMUTaHHbIMWU TMIO6UTENSIMI Ccendu, NocnyLaTb necHW xactuHa brubepa
N NPOYMUTATb MUIMOHBI TEKCTOB, KOTOPbIE EXXECEKYHIHO M3BEPratoT CErofHsa BCe rpa-
doMaHbl YenoBeyecTBa.



AOBABASUTE B APY3bd TEX, KOO 3HAETE AUYHO



COBET 18: MPOBEPEHHbIE 3HAKOMCTBA

CnoBapHoe 3HayeHue cnoB «friend» n «apyr» OAMHAKOBO, HO B YXM3HW HE CTOUT NpU-
HMMaTb BUPTYanbHbIX $peHaoB 3a apy3en. OgHO Aeno, Koraa y Bac ceteBas Apy>b6a

C TEMM, KOO Bbl XOPOLLIO 3HaeTe B peasibHOM XU3HW, 1 COBCEM pYyroe Aeno — 6e3-
AyMHOE fo6aBneHne B CMMCOK KOHTAKTOB BCEX, KTO MOXeNnan C BaMn O6LLATbCS.
becnopsao4vHble CBSI3M B peasibHOM XU3HM O4YeHb YaCTO 3aKaHUYMBAKOTCSA TEM, YTO U3-
JIMLWHE APYXXENOO6HbIM YeNOBEK MOMYYAET OT HOBbIX «APY3EM» MACCY HEMPUSATHOCTEN,
OT KOHPNIMKTOB B CeEMbe A0 OrpabneHuns. AHalorMyHO U B KWOGEPNPOCTPAHCTBE, XMBO
MHTEepeCyoLMecss BaMU HE3HAKOMLLbI 3aMPOCTO MOTYT OKa3aTbCs MOLEHHUKaMK, ne-
nodbunnamm, pacnpoCTpaHUTENIMIN BPEAOHOCHbIX MPOrpPaMM MM NPOCTO CNamMepamMu.



OMACAWUTECb COBAA3HUTEABHbIX UHTEPHET-KPACABMUL,...




COBET 19: POKOBbDIE KPACABULLbI

VIHTepHeT-3HaKOMCTBa CPOAHW YPaBHEHUIO CO MHOTUMU HEN3BECTHbLIMU. Vnn nyy-

e CPaBHUTb MX C «pyCcCKom pyneTkon»? B CeTn napTHepP NOKaXeT BaM NMLLb TO, YTO
XO4YeT MNOKa3aTb, M AaXXe MHOrOAHEBHAsa Nepenmncka He 4acT BaM MNOJIHOW YBEPEHHO-
CTW B IMYHOCTW TOTO, KTO CUANT MO Ty CTOPOHY 3KpaHa. O MOTMBax NoBeAeHUS He-
3HAaKOMOTO Ye/IOBEKA «Ha TOM CTOPOHE» MOXHO TOJIbKO ralaTb, 1 BaM ellle MOBE3ET,
eC/I MHTepPHeT-KpacaBMLLa MPOCTO OKaXeTCs He KpacaBmuen — 0O6MaHOM MOTYT 6biTb
3a9B/IEHHbIE CEMENHOE MOJIOXEHWE, BO3PACT M Aaxe NO0Bas NPUHAANEXHOCTb.



...xA W UHTEPHET-KPACABL bl HE BCET AA OINPABABIBAIOT OXUAAHUA




COBET 20: HEXXENIATEJIbHDIE CBA3U

Ha co3HaTenbHbIM 0O6MaH MOTYT NOWTW NpPeaAcTaBUTENN O60MX MOJIOB, HO BOMbLUAS
4YaCTb OFPAHNYNTCS CPABHUTENBHO 6€306U1AHbIM PETYLINPOBaHMEM GOTOrpadumn nnm
M3MEHEHNEM AaTbl poXaeHMs. [opa3fo xy)e, eCnv NoTeHUManbHas BTopast MONOBMHKA
OKaXeTCsl MOLIEHHMKOM — B 3TOM C/ly4ae MOMMMO BPEMEHW Bbl PUCKYETE NOTEPSTh
JlEHbIN, 3[0POBbE UM aXe XM3Hb. Bnpoyuem, XOpoLnx Ntoaen B MHTEPHETE TaKxXe
HEMAJO, M UX MOXHO HaWTW, HY)XHO JINLLb 60N1ee BHUMATEbHO NOAXOANTb K BbIOOPY
cobeceHMKa 1 He TOPOMUTLCS C IMYHOM BCTPEYEN.



POAUTEABCKUA KOHTPOAb 3AWMUWAET OT HEXEAATEABHOI O OBLLEHUS



COBET 21: OMNACHDIE APY3bA

Ecnm B3poCabi CNOCO6EH CaM OrpaamnTb Cebs OT HE OYEHb YMHbIX IIOAEN U3 MHTEPHETA,
TO pebeHOK, YBbl, MOXET ObITb HE OYeHb pPa3bopumBbiM. ObLLEHME C HEUM3BECTHbBIMMU
NONb30BATENAMU MOXET 6bITb HE MPOCTO HEMPUATHBLIM, @ O4EHb OMACHbLIM, BEb
pebeHKy HEOTKyAa 3HATb, YTO KaKOM-HM6YAb Ob6LMTENbHbIN VinnieThePooh1967

Ha CaMOM Jefe SBNSETCS 3aKOpeHEesbIM MPEeCTYNMHNUKOM-Neg0ONIOM, ULLYLLIMM MOBOA
N9 BCTpeuun C pebeHKOM B yeAMHEHHOM MecTe. Ecnm Bbl — poauTens, He 3abyabTe
HaCTPOUTb POANTENBCKNIM KOHTPOIb Ha GUABTPALMIO KOHTAKTOB B MPOrpamMmax

4519 O6MeHa COOBLEHMUSAMM U COLMAJIbHbBIX CETSIX.



YEKWH B KAPE COOBUWMNT BAWE MECTOMNOAOXEHUE HE TOABKO APY3bSM




COBET 22: BUPTYAJIbHAS CNIEXXKA

Ecnn Bac nnaHupytoT orpabumTb NpeayCMOTPUTENbHbIE MPECTYMHMUKK, TO 33 BaMu,

3a Ballen KBapTMPOW, Aaven Man MallMHOW CHavana YCTaHOBAT HabntoaeH e,
Bnpouem, 3To MyTOpHOE 1 Hebe3onacHoe AENO YXKe BbIXOAUT U3 MObI: MOAPOCIO NO-
KONeHMe BbICOKOTEXHOIOMMYHbIX BOPOB, KOTOPbIM AOCTAaTOYHO MOANMMCATHCS Ha BaLW
O6HOBNEHMS B COLMANbHbIX CeTAX. PacnpocTpaHeHHas MpUBbIYKa YEKMHUTLCS Be3e,
Ky[a Obl H/ 3aHEC/IO YeNIOBeKa, STUM TEMHbIM JIMYHOCTAM OYeHb Ha PyKy. [lepen ove-
pefHbIM YEKMHOM 3aZlyManTeCh, CKOJIbKO 13 BalLMX «apy3en» B Swarm, Altergeo nnum
Facebook genctentenbHO Balwm APY3bs U XOPOLLO SN Bbl UX 3HAETE.



HE CTOUT BbIKAAABIBATE B CETb POTOINPAPUU AUYHBIX AOKYMEHTOB...



COBET 23: BEPETMTE AOKYMEHTDbI

B Halw MHPOPMALMOHHbIN BEK MHOTE YKMBYT HapacnallKy, pa3Briekas Kak 6nM3Kmnmx
LpYy3el, Tak U HEBELLOMbIX «PONINIOBEPOB» U «OPEHOOB» PEryAIpPHO NyOINKYEMbIMM
boTorpadpusamu, BUAEOPOIMKAMM U MOAPOEHBIMM pacCKazammi NPO CBOM Pacrnopsaok
IHA. 3a6aBHO, HO KaK pa3 ApYy3bsl, CKOPee BCErO, MPUPABHAIOT BalLX OTKPOBEHMS

K MHGOPMALIMOHHOMY LLYMY, @ BOT HEAPYMM BCEPbE3 3aNHTEPECYIOTCS STUMMU
AaHHbIMU. [NopbiBWMCE B CeTH, NPECTYNHUK MOXET BblyANUTb LEeHHENLWYo MHGOopMa"
LMo 06 O6beEKTE CBOEN KOXOTbI», MHOMAA AaXe LOCTATOYHYIO NSt U3rOTOBNEHMS
NoAAeNbHbIX IOKYMEHTOB. B cyae epTBa HaBepHsSKa CMOXeT JoKa3aTb, YTO HE OHa
6pana Te YeTblpe KpeamTa, HO HEMPUATHBIN OCaAOK OCTAaHETCS HaLONTIO.






COBET 24: KPACUBAA YXU3Hb

Bnaronaps pasBuUTUO MHTEPHETA KPUMMHAbHAsA MPOodeccns HaBOAUYMNKA
CTPEMUTENBHO TEPSIET CBOKO BOCTPEHOBAHHOCTb: B Hallle BPEMS XXepTBa CamMa
BbIK/laAblBa€T B MHTEPHET POoTOrpaduni POCKOLIHOIO MHTEPbEPA CBOEN KBAPTUPSI,
HOBOW MaLLUWHbI NN IOPOroro HOYT6YKa. A MOTOM eLle U COOBLUT, YTO Ha
cnenytollen Hefene ynetaeT co BTOPOW MONOBUHKOM B TEMJble Kpasl, TO €CTb OCTaBUT
LEeHHOCTWN 6e3 npucMoTpa. [NpeacTaBUTEeNN MPECTYNHOMO MMpPa HE XyXXe Hac,
YECTHbIX e, YMEIOT NOb30BaTbCs COLMANbHBbIMU CETAMMU, TEM 60SIEE, YTO UM OHM
MOTYT NMPUHECTU BECOMYIO MaTepUasbHYyO Bbiromy. B MHTepHeTe 6e3onacHee 6biTb
CKPOMHee, [la U BHE ero Takoe KayeCTBO HUKOMY He BpeaumT.



3AO0YMBIWAEHHUKN TOTOBbI KPACTb AAXE BHYTPUUITPOBOE UMYLECTBO



COBET 25: KPAXXA UTPOBbLIX AAHHDIX

HekTo B3/1lOMan BalWy y4eTHbIE 3aMnCK B OHIaNH-UTPaXx, YKPas HABOPOUYEHHbIN MeY,
yrHan Nto6yMbIM TaHK U yBEN CO ABOPA CBUHbLIO AEBATOrO YPOBHS? YAMBAATLCA HEYEMY,
3aKOH PbIHKA MaCUT: BCAKas BELb CTOUT CTOJNIbKO, CKOJMIbKO 3a HEE rOTOBbI 3aMNaTUTb.
[MO3TOMY UrPOBbIE aKKAYHTbI 1 AaXe NpeAMETbl U3 NONYASPHbIX UTP, AO6bITb KOTO-
pbl€ MOYXHO NLb C 6OMbLINM TPYAOM UK MO 6O/bLLOMY BE3EHUIO, MOTYT MMETH
OY€eHb N OYeHb 60MbLIYIO LLEHHOCTbL. KpaayT y Bac He NMKCenu, KpaayT Yy Bac Balle
BPEMS 1 TPy, U €C/IN Bbl LLEHUTE UX, 03a60TbTECh aJeKBAaTHOW 3aLLMTOM BalLero
UMPPOBOro MMyLLLECTBA. HauyHUTE C YCIOXKHEHMS Maposien, U TO e caMoe npoaenanTe
C 2/IEKTPOHHOM MOYTOM, MPUBA3AHHOM K UTPOBbLIM YYETHbBIM 3aMUCHM.



BHUMATEABHO POPMUPYWUTE NOUCKOBBLIE 3AMPOCHI



COBET 26: MPABWJIbHbIA NOAXOA
K MOUCKY

YenoBeKy CBOMCTBEHHO OLLMGATHCS, B TOM YNCTIE N B HA6OPE MOMCKOBbIX 3aMpPOCOB.
MOWNCKOBbIE CUCTEMbI YXKE HayYMIUCh MOACKA3bIBATb MONb30OBATENO NPABUIbHbIN
BAPWaHT, HO CNeAyeT yYeCTb, YTO NPOTMB HNUX PABOTAIOT Ny4dLlLME YMbl KU6EPNpPecTy-
HOWM OTPaC/An, TLWATENbHO NPOAYMbIBAIOLLME, Ha KaK1e 3anpocChl CieNaTb CBOKO
CTaBKy. B nyuwem cnyyae, onevyataBlMCb B Habope 3anpoca, Bbl HalnaeTe He TO,

4TO UCKANK, WU FTOPA30 XyXe, eCNV NPeAIOXEHHas BaM CTpaHULa OyAeT BbIMsAeTb

B TOYHOCTW TaK, KaK Bbl OXMIAETE, HO MO CYyTWU CBOEWN 6yAeT MOLIEHHNYECKOM

NN BpedoHOCHON. Beab 3TO 03HavaeT 3apaXkeHne KOMMbloTepa, MOTEPHO INYHbIX
JaHHbIX, @ 3a4aCTYIO U AeHer.



OBPALWAATE BHUMAHUE HA AAPEC CANTA



COBET 27: CAUTbI-®AJIbLUUBKU

DUWNHT — 3aMaHKBaHME EPTBbl Ha MOAAESbHbIM CAUT — 3TO U3NO6/IEHHAs TaKTUKa
KnbepnpecTynHMKoB. COBCEM HECNIOXHO CAeNnaTh CanT, KOTOPbIN BHELUHUM BUOOM
OyLeT TOYHO KOMMPOBaTb MOMYNAPHbIN pecypc, Hanpumep « OA4HOKNACCHUKOB» UK
Facebook, a 3aTteM pasmecTuTb ero nNo agpecy, OoTiM4atoLLemMycst OT HaCTOALWEro
BCero napow 6yks. [lanee aeno 3a ManbiM — pa3ociaTbh MaKCMMaNbHOMY KOMNYECTBY
MONb30BaTENEN MUCbMA OT MMEHW CanTa, HanpMMep C NPOCbH6OW CPOYHO

CMeHWNTb Naponb oT «OOHOKNACCHUMKOB» M CCbIIKOW Ha CanT-06MaHKy. [loBepute
MOLLEHHMKaM — W1 Balla CTPaHMLa B COLMaNbHOM CeTU NepecTaHeT 6biTb BaLleN.
AHTVUBMPYCHbIE KOMMAAHWM MOCTOSIHHO ULLYT U 6NOKMPYIOT GULLMHIOBbIE CTPAHMULbI,
HO rnasa B MHTEPHETE Nyylle AepXXaTb OTKPbITbIMU.



HE AOBEPSVUTE COOBLLEHNSM CAUTOB O 3APAXEHUN KOMIMBIOTEPA



COBET 28: MOLULEHHUYECKUE
OMNMOBELLEHUA

3arpy3vB HOBbIN CanT 1 YBMAEB HA HEM NECTPbIV 6aHHEP C NpeaynpexXaeHnem

O BMpYCax Ha BalLleM KOMMbIOTEPE, HE CMeLUnTe NyraTbCa 1 CornalaTbCs Ha BCe,

4YTO XUTPbIN BaHHeP BaM NpeanoXuT. Hy nocyamTte camu, oTkyaa 6aHHEpPY 3HaTb
Takue Belwmn? Bce 3TO OH BbIAYMbIBAET, YUTOObI BbIHYAUTH BAaC COMMACUTLCS Ha 3arpy3Kky
HEKOEro 4yao-aHTMBMpPYyCca. BOT kKak pa3 nocsie 3Toro BUPYChl Y BaC 1 NOABATCS,
MOCKOJIbKY C MOMOLLbIO TaKMX BAHHEPOB U PAaCNPOCTPAHAETCS BPeAOHOCHOEe
nporpaMmmMHoe obecneveHue. Jyylnm BapmaHTOM 6yaeT NPpOCTO 3aKPbITb KaK
HaJoOeANVBbIN GaHHEP, TaK M MOKa3aBLUMM ero CalT — BCE PAaBHO HUYEro XOpoLlero
Bbl TAM HE HamnpeTe.



BEAHHEPOPE3KA U3BABUT OT OIACHbLIX COBEAA3HOB

wioK!! |




COBET 29: UHTEPHET BE3 BAHHEPOB

YyeHble (BO3MOXHO, 6pUTaHCKME) yXKe foKa3ann, YTO peklaMa AENCTBYET JaXe Ha Tex,
KTO Ha Hee He Ob6pallaeT HMKAKOro BHMMaHMS. A 3TO 3HAUYNUT, YTO B BaLLMX Xe UHTepe-
Cax NoOCKopee N36aBUTbCS OT MHOTOYUCIEHHbIX PEKNaMHbIX 6aHHEPOB, YKpaLLatoLLMX
B€6-CaMTbl M MOPOW 3aHMMaAIOLLIMX 6ObLLYIO YaCTb OKHa 6pay3epa. CaMble Harnble,
Ha3blBaeMble Mor-anamMmm, Tak BOO6LLLE MOIHOCTbIO 3aKPbIBAIOT HY)XKHOE OKHO, W Bbl-
rNAAUT 3TO TaK XXe YMECTHO, KaK pa3faTyMK peKiaMbl Y METPO, BHE3aMHO HaKIeunBato-
LN CBOKO IMCTOBKY MPOXOXKEMY Ha NMLO. YTOObI HE CTaTb XXEPTBOW peKnambl, CTOUT
YCTaHOBUTb cebe crneLmasbHyo NPorpaMmmy, CKpbiBatoLLyto 6aHHepbl. OHK 6biBatOT
Kak B BUAE OTAE/bHbIX MPUNOXEHWI, TaK U B BUAE OOMNOHEHMN K 6pay3epaM. Cneagute
TONBbKO 3a TeM, YTOObI MOA BUMAOM 6aHHEPOpPE3KM HE YCTAaHOBUTbL Cebe OCOBEHHO
JIIOTOE PeKNaMHOE NPUNOXKEHME. TakKe CTOUT MOMHUTb, YTO pPeKiaMa MOMOTraeT Can-
TaM OCTaBaTbCa 6eCnnaTHbIMKU, MO3TOMY Hanbonee NPoAyMaHHblE «baHHEPOPEIKM»
NO3BOJIAIOT BaM COMMACUTHCS HA MPOCMOTP HEArpPeCCUBHOWM PeKIaMbl.



MOCELWANTE TOABKO MOMYASPHBIE, MPOBEPEHHbIE HHTEPHET—MAFA?ﬁHbI...



COBET 30: NOAAEJIbHbIE MATA3UHDI

Tpyn 3N0yMbILLNEHHWKA HECITOXEH: CKOMMPOBATb COAEPXMMOE NHTEPHET-Mara3mHa,
cnerka U3MeHUuTb, PAa3MEeCTUTb Ha CBOEM [JIOMEHE, YyTOK «PAaCKPYyTUTb» — U CObMpai

C noceTuTenen nx MMeHa, agpeca, KOHTaKTHYO MHGOPMaLMIO, @ TO U JaHHble 6aHKOB-
CKMX KapT. A eCnn Ha CTpaHKLe onnaTbl TOBapa byayT BapMaHTbl MepeBoaa AeHer Ha
3NEKTPOHHbIN KOLLENEK, TO U AeHbrM Ha4YHYT CbinaTbhCs. Bce 3TO AenaeTcs Tak NpoCcTo
N NIErKO, YTO CTAHOBMUTCA CTPALUHOBATO NPUOBGPETATbL YTO-NNO60 YepPE3 UHTEPHET.

Ha camoMm aene eCTb HECKOJIbKO MPaBWJl, Kak He MOMNAaCTb BMPOCaK B TaKMX Cy4yasx,

N OHO N3 HUX COCTOUT B TOM, YTO HE CTOUT UATM 3a MOKYMNKaMM B TaKOE rMyXoe MeCTO,
rae elle HUKOMY HMYero He yaanochb npnobpecTtiu. MNonb3ynTech NpOBEPEHHbBIMU,
M3BECTHbIMM MarasmHamu.



..MMEIOWMHUE CEPTUPUKATBI BE3OIMACHOCTH



COBET 31: BE3OMNMACHDbIV LWOMUHT

[MpaBUIbHbBIM UIHTEPHET-Mara3nH HerMnpeMeHHO MCNOb3yeT 3alUMLLEHHbIM MPOTOKON
HTTPS c cepTudmkaTtom, NOANMCAHHBIM leranbHbIM YAOCTOBEPSIOLWMM LEHTPOM.
Y6eaoMTbCa B HAMYMU TaKOBOrO COBCEM HECIOXKHO — AOCTAaTOYHO MOCMOTPETb Ha
afpecHyto CcTpoky. Ecnu Tam 3HaumTcs «https://...» n CBETUTCS MKOHKa WMPPOBaAHMS
(06bIYHO 3TO 3e/1EeHbIM 3aMOYeK), Bbl NpULLIAK Kyaa Hano. HTTPS 3awwmuliaetT oT MHOXe-
CTBa Yrpo3: MOAMEHbI BCEro CanTa, NepexeaTa nepenaBaemMomn nHGopmMaumm, NogMeEHb
OTNpPaBAIeMbIX U MOMyYaeMbIX AHHbIX.



W HE BABYABTE YTOUYHUTE BO3MOXHOCTb AOCTABKU U EE CTOUMOCTDb



COBET 32: MOLUEHHUKU HA LOCTABKE

MHorme He pa3 nonaganu B CUTyaLMto, KOrda Nocse 3aKa3a ToBapa B UHTEPHET-
MarasyuHe TOBap TO OTrpyXancs, TO NepeaaBancs Kypbepy, TO BHE3aNHO OKa3blBaaCs
OTCYTCTBYIOLLMM Ha CKNage. DTO MOXET OblTb Kak C6OEM B TOProBOM CUCTEME Mara-
31Ha, TaK U YNOBKaMW 3/10YMbILLIEHHUKOB, KOTOPbIE HE COBUPAIOTCS YTO-TO KOMY-TO
NpoJaBaTb, @ NLLb COBMPAIOT AaHHble MOTEHLMANbHBIX XXEPTB. Tak UK MHave, ecnu
TOBap YXe ornavyeH NocpencTBOM 6aHKOBCKOW KapTbl UM SN1EKTPOHHOTO KOLLESbKA,
Takue popTens Cny>K6bl AOCTAaBKM MOTYT 3aCTaBUTb KIMEHTA U3PSAAHO MOHEPBHMYATD.
CTOUT N YAMBAATHCS, YTO CaMbIM MOMYNAPHbIM METOAOM OMNaThl B POCCHM NO-Npex-
HeMy OCTaeTCs onnaTta HalMYHbIMW Kypbepy NOC/e BPyYeHWs 1 MPOBEPKM TOBapa?



AOCTYN K BALEW BAHKOBCKOW KAPTE OBECIMEYUT PEBEHKY
BECEAbIV WOMUHI




COBET 33: BAHKOBCKUE KAPTbI U AETH

OnnaynBaTb MOKYMKM B MUHTEPHETE C MOMOLLbIO BAHKOBCKOWM KapTbl BECbMa YAOOHO,
OCO6€EeHHO KOrAa MarasnH NO3BONSIET NPUBS3aTb KAPTY K aKKayHTY M He BBOAUTb
KaXkObl pa3 BCe AaHHble 3aHOBO. HO Toraa He yaAMBAANTECh, €CNn BAPYT O6HaPYXNTe
cyeTa 3a HE3HAKOMbIE MOKYIMKW, Hanpumep NoSHYo anuckorpaduto dumsl brunaHa.
OTO NMLLb O3HAYaeT, YTO BaLUM AETM HAayUYMIUCh NONb30BATLCS Balle 6aHKOBCKOWM
KapTOM 1 OCBOUAU MUP UHTEPHET-LLOMNMHra. [laxe B O6bIYHbIX Mara3mMHax NpoAaBLibl
HE CKJIOHHbI CrpalLmMBaTh LOKYMEHTbI MPU OnJiaTe No KapTe, a VXX B UHTEPHETE MOXHO
HaWTN MHOXXECTBO CEPBMCOB, MPUHMMAIOLLMX KapTbl 6€30 BCAKMX AOMOJHNTENbHbIX
naponen n KoaoB NoATBePXAeHUS. [TPUHKMMaNTEe Mepbl — AeHbIM U AeTeN

[0 onpefeneHHoro Bo3pacTa nyulle AepXaTb pa3aesbHo.



TOPPEHT-TPEKEP —KAAAE3b MOAE3HON UHPOPMALUM...
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COBET 34: CKJ1IAQL ®AUJIOB

TOppPEHT-TPEKep — 3TO KaTanor CCbITOK MM GOPYM, Ha KOTOPOM NtobUTENU 6ec-
nnaTHoOro o6mMeHa darnamm BbiKNaAblBalOT CCbISIKM Ha CKavMBaHME NOne3HbIX
nporpamm, GUAbMOB, UFP, KHUT M MHOTOro APYroro. 3arpyska Hy>KHoro danna npo-
N3BOAMTCS C MOMOLLbIO CMELManbHOM NPOrpaMmbl (TOPPEHT-KANEHTA), NpuyemM dalin
CKa4yMBaAETCS C KOMMbIOTEPOB CPa3y HECKOJNIbKMX MOMb30BaTENEN TOPPEHT-TPEKEP],
YXKe 3arpy3uBLUMX 3TOT Paln paHee. Ha Tpekepe MOXXHO HaTU KOHTpPadaKTHYO
KOMMIO KOMMEPYECKOW MPOrpPamMMbl, SKPaHHYHO KOMUIO CBEXAMLLErO rONNBYACKOrO
dunbMa, KOHTEHT 419 B3POC/IbIX 1 AaXe YTO-HUBYOAb COBCEM He3aKOHHOe. B HekoTo-
pbIX CTpaHax EBpOMbl aKTUBHbIMM MOb30BATENSIMN TOPPEHT-TPEKEPOB YXKE Havanu
NHTEPECOBATbCH MPaABOOXPAHUTENbHbIE OPraHbl, a B POccumn Takme pecypchl pery-
NAPHO 6IOKMpPYIOTCS POCKOMHaA30pOM. B 06lieM, Bce LOCTOMHCTBA N HEAOCTATKM
6ecnnaTHOro chipa HannLo.



.. BPEAOHOCHBIX MPOrPAMM



COBET 35: ONMACHOCTU TOPPEHTOB

ECTb y TOppeHT-TpeKkepa 1 TeMHas CTOPOHA. KaXAbl TaKOM CalT COOAEPKUT CCblSi-

KM Ha MHOTrMe TepabanTbl BCAKMX Pa3HbIX GannoB, NpUYeM BbIIOXUTb YTO-TO HOBOE
MOXET KTO YyroaHo. [loToMy nepen TeM, Kak CKaumBaTb YTO-NM60 OTTyAa, CMPOCUTE
cebs1, rOTOBbI 1M Bbl OBEPSATb 3TOMY «KOMY YrOAHO»: B KPAaCBO OPOPMIEHHON pas-
laye MOXeT TauTbCs TPOSIHCKasg NporpamMma, Kotopass MOMeHTaIbHO BbIMOTPOLNT
BalLl GBAHKOBCKMM CYET UM 3a6IOKMPYET KOMMbIOTEP, @ 3aTEM NOTPEBYET BbIKYM 3a pas-
610KMPOBKY. [1ng KnbepnpecTynHUKOB IOOOM TOPPEHT-TPEKEP NPeacTaBnseT cobom
YOOOGHbIN, 6bICTPbIN M AHOHUMHBIM CNOCO6 PacAPOCTPaHEHUS BPEAOHOCHbLIX MPOrPaMM.
[MpaBOa, MHOMMX MONb30OBATENIEN TOPPEHT-TPEKEPOB STO HE OCTAHAB/IMBAET.



CAEAAAU AEAO — OYUCTUTE KYKU!



COBET 36: YUCTbIU BPAY3EP

CTounno 3anTu Ha CanT 6aHKa, Kak 6aHHEpPbl Ha BCEX CalTax 3anecTpenm
NpennoXeHUsIMIM BbIrOAHbIX BKIAAOB U AOCTYMHbIX KPeAUTOB? Hkakom marum,
npu4mMHa B cookie — HebONbLUMX TEKCTOBbLIX hannax, HEOOXOAMMbIX CalTaM, YTOOGbI
3aNOMMHATb MOJb30BaTeNIEN N UX NpeanoYTeHMs. HO KpoMe TOro, OHW MOTYT
NCMONb30BaTbCS TPETbEM CTOPOHOM A1 OTCNEXMBAHUSA OENCTBUIMA NOb30OBaTENS

B MHTEPHEeTe, YTO OYeHb N06ST NpOAeNblBaTb PEKaMHble 6aHHepHble ceTu. U, uto
CaMoe HEMNPUATHOE, YKPaBLUME NX 3[I0YMbILLJIEHHUKM CMOTYT MPUTBOPUTHLCS BaMU,
JlaXKe He 3Has NOorvHa 1 Napossd OT Ballen y4eTHOM 3anncu Ha canTe. [lo6aBbTe K
3TOMY TOT PaKT, YTO cookie MOryT «KUTb» B BalleM 6pay3epe rogamMmm, 1 CTaHeT
MOHSATHO — OT HUX CNeayeT CBOEBPEMEHHO M36aBNATbCS, 6/1aro BCe COBPEMEHHbIE
6pay3epbl 061a8aT GyHKUMEN yaaneHns cookie.



|. PACIPULLAXA!
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MPUBATHBIA PEXUM BPAY3EPA CKPOET 3AIPOCbI
N UCTOPUIO NOCELWEHUS



COBET 37: MPUBATHbIA UHTEPHET

Mbl He cripallBaeMm, YeMm Bbl 3aHUMAETECH B UHTEPHETE, U APYTMM NHTEPECOBATLCH He
COBETYEM, Be[lb KOKAOMY HY>XHO HEMHOTO JIMYHOrO NPOCTPAHCTBA, AaXe BUPTYaNbHO-
ro. OgHako Balum cookie n NCTOPUS CaMTOB, KOTOPbIE Bbl MOCELLaeTe, MOTYT CINY>XUTb
He TOMbKO ANS Ballero yao6CTBa, HO U A5 OTCAEXMBAHWS Ballen AeaTeNbHOCTU B UH-
TepHeTe. 3aMeCTU Cnefbl MOXHO, TLWATeNbHO «NoAYMLLasa» 38 CO6OM, HO MHOrAa YA06-
Hee COBCeM He OCTaB/IATb CNeOB — A1 3TOro Hy)XXeH NPUBATHbLIN peXnm b6paysepa.
OTO OCOBEHHO MONE3HO, €C/IM 3a BaLLMM KOMMbIOTEPOM MHOMAA PAabOTaoT U Apyrne
NOb30BaTENMN.
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MPM PABOTE C YYXMM KOMMbIOTEPOM =
UCMOAL3YWTE MUHUMYM AUHHON MHPOPMALIMM... S——




COBET 38: HE OCTABJIA4 CJIEAOB

JTlo60oM KOMMbIOTEP BMNUTLIBAET B ce64 MHGOPMALMIO, Kak ry6Ka BoAy, TaK YXX OH
YCTPOEH. M ecnn Bbl OKa3anmCh 3a Y4yXXMM KOMMbIOTEPOM, HE CTOWUT 3abbIBaTb, YTO
MOXET HaUTUCh YMeneLl, KOTOPbIN BbIXXMET 3Ty ryoKy W1 3aBnafeeT LeHHbIMU AaHHbIMMU,
B TOM YMCne 1 BawMu. I HEM3BECTHO, B YbW PYKM B KOHEYHOM MUTOre NonaaeT Ccrnu-
COK MOCELLEHHbIX BAaMU CTPaHMUL, BallW IOTMHbI U MApPOJn, HanMMCaHHbIe BaMM MUCbMa
N COOBLLEHNS. DTO HE 3HAYMT, YTO OBLLEAOCTYMNHBIM KOMIMbIOTEPOM MOJ1b30BaTHCS
Henb3s, cnenyeT NnLLb MOMHUTb, YTO 3TO He NPOCTO HeAOBEPEHHas, a NOTeHLMaANIbHO
BpaxkaebHas cpefa. HeMHOro 300poOBOWM NapaHOMK ONpefeNeHHO He NMOBPEANT.
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KOMMBIOTEPLI MOTYT BbITb 3APAXEHbI = S——




COBET 39: OBLWWEAOCTYMHbIA BUPYC

PaboTas 3a Yy)KMM KOMMbIOTEPOM, MOYHO He TOJIbKO OCTaBUTb TaM YTO-TO LIEHHOE,

HO M 3aMONy4YnTb OTTYAA YTO-TO HEMPUATHOE. Peub, KOHEYHO, O BPELOHOCHbIX
nporpaMmmax, KOTOPbIMU MOXET ObITb 3apaXkeHa 0bLLefOCTYyNHas CUCTEMA.
PacnpocTpaHsaTbCs 3N10BPEeAbl YMEKOT NO-BCAKOMY, M BCTaBieHHas B USB-nopT nnyHas
dneLlwka MOXET 3a 40JIN CEKYHAbI MPEBPATUTLCS B MEPEHOCUMKA ONACHOW 3apasbl.
Benb HEM3BECTHO, YTO 6bISIO Ha TEX PAELlKaX, YTO BCTABASAM B 3TOT KOMMbIOTEP

[0 BacC Apyrve nonb3oBaTesNn, U Kakme CanTbl B UHTEPHETE OHM MoceLlani.



OBUWECTBEHHbI WI-FI — BCE PABHO YTO OBLECTBEHHbIN BACCEWH




COBET 40: B OBLLECTBE XAKEPA

ObuwecTBeHHbIM Wi-Fi 3a4acTyto nydle MObUIbHOro MHTEpHETa, MOCKObKY obecne-
YymBaeT bonee 6bICTPbIN AoCcTyn B CeTb U, raBHoe, 6ecnnaTeH. BoT Tonbko aTOT
KaHan CBA3M, KaK MPaBUIO, MIOXO 3aLUMLLEH N HE MPUHAANEXNT BaM JIMYHO, TO €CTb
€ero HaCTPOMKM HEU3BECTHbI M €ro MPUXOOANTCA AENUTb CO MHOXECTBOM JIO4EN BO-
KpYT. YBbl, Cpeay HUX MOTYT 6bITb 1 310YMbILLUNEHHWKM, OXOUME AO YYXKOM IMYHOMN
MHOOPMaLMKM U 3HAIOLLME, KaK YCTPOUTb NepexBaT AaHHbIX B HE3aLLMLLEHHbIX 6eCnpo-
BOZAHbIX CETSX. VI camOe HenpusTHOE, YTO 06 MX CYLLECTBOBAHMM Bbl y3HaeTe TONIbKO

B TOT MOMEHT, KOrAa NPEeCTYMHWKM PeLlaT BOCMONb30BATHCS YKPAAEHHBIM NapONsi-
MW 1 YCTPOUTb CMaM-pPacCblIKy C Ballero No4YTOBOro fALLMKa MK OTPEAaKTUPOBaTh
BaLLl NPOPUIb B COLIMANBHOM CeTU.



CKA“IHBAHTE NMPOrPAMMBI TOABKO C CAIZfA NMPOU3BOAUTEAA...



COBET 41: BE3ONACHOE CKAYUBAHME

Ecnn Bam npurasHynach nonesHas NporpaMmmka, He CTOUT CKaydMBaTb ee Mo NepBomn
CCbl/IKe, BblAAHHOW MOMCKOBMKOM, — MPOrpaMma, BOIMOXHO, byaeT paboTaTb, BOT
TONIbKO BMECTe C Hel BaM 3aBepPHYT HEMPUSATHbIN ctoprnpms. Beab oamnH 13 cnoco6oB
pPacnpoCTpaHeHVs BPeAOHOCHbIX M HaAOEANMBbIX PEKNAMHbIX MPOrpaMMm 3aK/toHaeTCs
B MX BHEAPEHWM B MOMNYASAPHbIE MPUNOXKEHNS. 3NOYMBbILLIEHHWKM aKTUBHO «PaCKpy-
YMBAOT» BEH-CANTbI C 3aPaXKEHHbIMW MPUTOXEHNSIMU, B pe3y/bTaTe Yero nonCKoBbIE
CUCTEMbI MOTYT MOKa3blBaTb MX Bbile, YeM OPULMaNbHbIE BEH-CTPaHMLLbI MPOU3BO-
AUTENEeN 3TUX MPOrpamMMm. Tak YTO eCnv Bam NeHb TPATUTb BPEMS Ha MOUCK OPULIMab-
HOro canTa, 3alyManTeCh, CTOUT I NOTaKaTb JIEHWU, ECIN Ha KOHY Ball KOMMbIOTEP

N NINYHblE JaHHbIE.
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..M HE 3ABbIBAUTE UX OBHOBASTb!



COBET 42: 3ArPY3KA OBHOBJIEHUM

EAMHOXAbBI CKavyaB NPOrpaMmMy, MOXXHO MOb30BATHCS €10 MHOIMME roAbl — OHa He Me-
XaHW3M, M3HOCY He NoABepKeHa. Ho BCe-Takm COBCeM pacCnabnsaTbCs He CTOUT: Nto6as
NporpaMmMa CoOAePXNT OWNOKM — YSI3BUMOCTU, KOTOPbIE MOTYT 6bITb MCMOJIb30OBaHbI
3/TOYMbILLNIEHHNKAMM A1 3apaXeHUs KOMMbtoTepa. /M yeM nonynspHee Nnporpamma,
TeM 60/blUE 3/T0YMbILLNEHHWKOB MbITAETCS HANTK B HEN YSI3BMMblE MecCTa. B To e
BPEMS 1 aBTOPbI, Y3HaB, YTO B UX MPUNOKEHUN €CTb YSI3BMMOCTb, CTPEMSATCS ObICTPO
BbIMYCTUTb HOBYIO BEPCUIO 6€3 3TOM Ablpbl. A 9TO O3HAYAET, YTO MPOCTO CKayaTb NPO-
rpamMmy Masno, Hy)KHO CBOEBPEMEHHO YCTaHaB/MBaTb BCE AOCTYMHblE OOGHOBNEHMUS.
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BO BPEMS YCTAHOBKU MNPUAOXEHUA
BHUMATEABHO U3YYUTE AOMNOAHUTEABHBIE ONMUUN UHCTAAASTOPA...



COBET 43: MPABUJIbHAA YCTAHOBKA
NMPOrPAMM

BecnnaTHble NporpamMmsbl panyroT KOLWENEK, HO XXM3Hb TakoBa, YTO MX aBTOPaM TOXe
Ha[o Ha YeM-TO 3apabaTbiBaTb. [IOTOMY MHOrMe pa3paboTUMKM paspeLLatoT AOMONHATbL
YCTaHOBKY CBOEW MPOrpammsbl pasinyHbiMM MOCTOPOHHUMU MPUNOXEHUSIMM, MaHENs-
MW NHCTPYMEHTOB 1 AOMNONHEHUAMW K 6pay3epam, KOTOpPbIe B IyYLLIEM CllyYae 3aBansT
BaC HEHY)XXHbIMU MHCTPYMEHTaMM, MELIAOLWMMMN HOPMabHOW paboTe, a B XyALllemM —
3aMy4atloT peKTAaMHbIMU GBaHHEPaMM.



...YCTAHOBKY AOMOAHUTEAbHBIX MOAYAEW AYYLIE CPA3Y OTMEHUTb



COBET 44: MPOrPAMMbI BE3 MYCOPA

A TENEPb XopoLad HOBOCTb: NMOYTU BCErga yCTaHOBKY COMYTCTBYHOLWETO 6apaxna MOXHO
OTMEHWNTb B YCTaHOBLLUMKE NCXOOHOW MporpamMmmesbl, Hy>XHO JiLLb N3MEHUTb €ro Ha-
CTpOl7IKM. |_|OTOMy BO BpeMA YCTaHOBKU noboro MPUNOXEHNA CTOUT YMTaTb MOABIAKO-
Lmnecqd Ha aKpaHe COOBLEHNS 1 BHUMATENBHO M3y4aTb OKHa MHCTaNNATOPa, N TOrda He
npnaeTcd noToM BblYNLLLATbD CUCTEMY OT HEMOCU/IbHOTO Tpy3a AECATKOB 6eCcnonesHbIx,
a MHOIMda N OTKPOBEHHO BPEAHbIX NOMOJIHEHUN.



YUTAUTE AULEH3UOHHBLIE COI AALLWEHUS, BKAIOYAS NPUMEYAHMUS



COBET 45: MPOBEPKA COIMALLUEHUA

MonesHas NporpamMmma, 3a KOTOPYHO Bbl YECTHO BbITOXMUW CONUAHYIO CYMMY, 3aMpoCTO
MOXET 061afaTh CKPbITbIMU GYHKUMAMMK, pabOoTatoWMMM OTHIOAbL HE B Ballly MOJb3Y.
nwn npyras cuTyaums: nporpaMmma paboTaeT C BalWMMM JaHHbIMK, HO ee pa3paboT-
YMKWN HEe XOTAT OTBEYaTb 3@ MX COXPAHHOCTb, 3aTO OYEHb XOTAT NMOCTABNATL CBEAEHMS

O Bac peknamogaTensm. B Takmx cinyyasx pa3paboTymKm TUATENbHO NPOAYMbIBAOT
TEKCT NMNLLEH3MOHHOIO COrNaLlEeHMSs, YTOObI OH MaKCKMMabHO OCBOGOX AN MX OT
BO3MOXHOWM OTBETCTBEHHOCTU. Mbl COBETYEM BHMMATENIbHO YMTaTb 3TW 3amnyTaHHble
LOKYMEHTbI, MPUYEM 10 YCTaHOBKM CaMOM NPOrpaMmbl — Tak Bbl MOXETe U3PSAHO
o6ner4ymTb cebe XM13Hb.



//’.

/
I
T
- - >

=< %

AN

AHTUBUPYC — BALWU APYT!

i
INENS




COBET 46: BA3OBASA 3ALUUTA

[Moxkanyn, Kaxabl obmTaTenb CO6CTBEHHOIO AOMa WM BAAENeL Aaym XOTb pa3
MeyTan 06 aBTOMaTUYEeCKOM OB6OPOHUTENBHOM CUCTEME, CMTOCOBHOW YAEPXKMBATD
Ha PAaCCTOSHWMM BbICTPENA BOPOB M MPOAABLIOB KPageHHOro CagoBOro MHCTPYMEHTa,
LWYMHbl€ KOMMaHWUM ManoJjieTHeN LWNaHbl M Ha30MKMBbLIX cocenen. B peanbHOCTU 3TO
3anpeLLeHO 3aKOHOM, 1a M HEr'yMaHHO, a BOT B KMbepMupe 6e3 MoA0OHON CUCTEMBI
He 060NTUCL. AHTUBKMPYCHOE 10O 3aWUTUT KOMMBIOTEP OT MHGOPMALIMOHHBIX YTrPO3
N HEeXXenaTebHOro BHUMaHMs CaMepoB, YTO NO3BOUT BaM CMOKOMHO paboTaTh,
YUUTbCS U pa3BiekaTbCs B MHGOPMALMOHHOM NPOCTPAHCTBE MHTEPHETA.
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HE AOBEPSUTE 3ABOTY O APYFE HE3HAKOMbIM «KOMIbIOTEPLUKAM»



COBET 47: HACTPOMKA AHTUBUPYCA

KTO roToB 4OBEPUTb CBOW AEHbIV, LOKYMEHTbI U JIMYHbIE TalHbl MEPBOMY BCTPEYHOMY
He3HakoMLUy? B 30paBOM yme 1 TBEpAOM NamsaTu, HaBepHoe, HUKTO. CeroaHsa B Cnu-
COK LLEHHOCTEN MOXHO CMEJIO BKJIIOUYNTb 1 MEPCOHANbHbLIN KOMMbIOTEP, KOTOPLIN AN
MHOTUX CTa U SNEKTPOHHbIM KOLLIETBKOM, U IMYHBIM LHEBHUKOM. [TO3TOMY K HaCTpOWn-
KaM KOMMbOTEpPa, N OCO6EHHO YCTAHOBNEHHbIX Ha HEM 3aLLMUTHbIX MHCTPYMEHTOB,

He CTOWUT MNOAMNYCKaTb KOro nonano. M npobnema faxke He CTOSIbKO B BO3SMOXHOM 3/10M
YMbIC/I€, CKOJIbKO B OTBETCTBEHHOM MOAXOAE K Aeny: 6e3anabepHas HaCTPOMKa napa-
METPOB MOXET NINLLUTb BaC 3alUUTbl OT MHOOPMALIMOHHbIX YrpO3.



KOMIMAEKCHOE 3AUWMWTHOE PEWEHUE
U3BABUT BAC OT AIOBbIX HEXEAATEABHbIX TOCTEN




COBET 48: HAAEXHAS 3ALNTA

VIHTepHeT — o4eHb onacHoe MecTo. OTKpOELLb IBEPb XOPOLUEHBKOW NPOrpaMMKe,

a 33 HeM 0643aTeNbHO YBIXKETCS KaKOM-HUOYAb MOAO3PUTENbHbIN FTOCTb, KOTOPbLIN TYT
e 3a9BUT MNpaBa Ha peecTp Baller OnepauyvoHHOW CUCTEMbI, MEPETPIAXHET KECTKNM
IUCK, 3abbeT 6pay3ep peknamom 1 3aTpebyeT C BaC Xe AeHer 3a BO3MOXHOCTb 6ec-
NPensTCTBEHHO PaboTaTb C KOMMbIOTEPOM. TaKMX rOCTEN Mbl COBETYEM OTCTPENIMBATL
elle 4O TOro, Kak OHW LWarHyT 3a MOPOT, TONIbKO CTapanTecCh, YTO6bI MPU 3TOM He No-
CTpaZanu rnonesHble NpunoxeHus. ObecneynTb HaAEeXHYIO aBTOMATUYECKYHO OXPaHy
NOMOXET aHTUBUPYCHbIV NPOAYKT, CNeLmanbHO OOYYEHHbBIN OTANYATb MIOXMX OT XO-
POLLINX U CMTOCOBHbBIM BO3AaTb KaXXAOW NPOrpaMmme rno 3aciyram.



SAWMUTY PABOYEIO MECTA OBECIMEYUT CUCTEMHbI AAMUHUCTPATOP




COBET 49: PABOTA MPO®ECCUOHAJIA

bBecneyHble COTPYOHUKM — U3BEYHAsA FOIOBHAs 60/1b CUCTEMHbIX aAMUHUCTPATOPOB.
OHwn xe Kak getun! To WHyp BbIAEPHYT, TO KOdE Ha KNaBMaTypy MPObIOT, TO KaKOM-
HM6YAb BPeAOHOCHbIN dan Ha KOMMbIOTEP 3arpy3aT. B nocneoHem cnyyae cuctem-
HbIM aAMUHUCTPATOP BCEraa NpUAET Ha MOMOLLb, [MTaBHOE, EMY HE MeLlaTb: Npeao-
CTaBWUTb OOCTYM K pabovyeMy MeCTy 1 COOBLNTb CUMATOMbI 3ab0neBaHus. YUTUTE, 41O
dpasbl « CeEMYAC 3aHAT, AaBaw MO3Xe», KTONbKO HM B KOEM Cllydae He nepesarpyxamn!»,
«HeT, 3TK 19 nokymMeHTOB Excel 3aKkpbIiBaTb HeNMb3sS» O4YEHb HPABATCS 3/TOYMbILLUNEHHU-
KaM, B€lb OHM MELLAOT CMCaAAMUNHY OeNnaTb ero paboTy Mo M36aBAEHUIO KOMMAaHNMU

OT MHOOPMALIMOHHbIX YrPO3.



MOKUAAS PABOYEE MECTO, BAOKUPYUTE KOMIMbLIOTEP



COBET 50: BESONMACHOCTDb HA PABOTE

Jlio60 YenoBekK, CeBLUMI Ha Balle paboyee MeCTO B Balle OTCYTCTBUe, 6yaeT
BOCMPUHAT KOMMbOTEPAMM KOMMAHWM KaK Bbl. YTO6bI 3Ta HEMPUATHOCTb MPOU3OLLA,
NOCTaTOYHO OCTaBUTb CUCTEMY HE3a6/IOKMPOBAHHOM Ha BpeMst 06eeHHOro rnepepbisal
Mo BO3BpALLEHWM BAC MOTYT OXMOATb HEMPUATHbIE CIOPMPU3bI: KOMUTETM-LLYTHUKMN
HaBepHsKa Hanmcanm oT Balero MMeHM ragocTer 60CCy UK OTNPABUIM Ha MPUHTEP
C Balllero KoMnbloTepa «BnactennHa koneu» ¢ UBETHbIMU MAMKOCTPaUUAMU. [pryem
3TO elle NO3UTUBHBIN CLIeHapUin, ByAeT ropasfo Xy»e, eCim 4O KOMMbioTepa LobepeT-
CSl HEKTO C HeaO6pPbIMN HaMEPEHNAMU. A Bellb BCEFO-TO HYXXHO 6bI/TO HaXaTb [Be K/a-
BULLM Nepes YXOOM C paboyero mecta!



HEHY XHbIE AOKYMEHTbl CKAPMAUBAWUTE LIPEAEPY



COBET 51: HELULU®POBDIE JOKYMEHTDI

Y7o ANng Bac Mycop, Ans MPEeCTYMHMUKA MOXET CTaTb MICTOYHUKOM 6ECLIEHHOM (TOYHee,
o4eHb goporomn) nHdopmaumm. CTapble HEHYXHble JOKYMEHTbI U pacrnedyaTKn paHo
WM MO34HO OKA3bIBAKOTCA HA MOMOMKE, N €CIM OHU He NO6bIBaNM Nepes 3TUM

B LUpenepe, 3N10YMbILLNEHHUKN BblYOAT M3 HUX MHOXECTBO CBEAEHMN: OTTUCK neya-
TW OpraHmn3aunm, o6pasLibl NOANUCEN PYKOBOAMTENEN, alpeca, MUMEHA U MAaTeXHbIe
PEKBU3NTbI KOHTPAreHTOB, CINCKMU COTPYAHUKOB N MHOroe apyroe. 3abbinn noKop-
MWUTb Wpenep? He yamBnanmTecb NOTOM, KOrla HEKTO MONYYUT TOBAP BMECTO BaLLEro
aKCneamTopa UM CHUMET AEHbM CO CHETa OpraHM3aLmn.



«PYTOBAHHbIW» CMAPT®POH YS93BUM AAS 3AOBPEAOB



COBET 52: B3JIOM CMAPT®OHA

CoBpemeHHble MObUIbHble OC HECKONbKO OrpaHuyMBatoT CBO6OAY Bnageblia CMapT-
$OHa, HanpUMep He OatoT eMy BO3MOXHOCTb U3MEHSATb CUCTEeMHble dannbl. C6pOCUTL
3TV OKOBbI MOMOTAET «B3/IOM» CMapTHOHa M NONyYeHNE NpPaB aAMUHUCTpaTOpPa —

3Ta onepaumsa HasblBAaETCS PYTOBAHMEM, UTN IXXENNO6PENKMHIOM. OQHAKO npenmy-
LLIeCTBa PACLUMPEHHbIX MPaB LEHSAT HE TOMbKO MOMAb30BATENN, HO Y MHOTOYUCNEHHbIE
3/1I0YMbILLINIEHHMKM, CNELManM3npyoLLMeCs Ha yrpo3ax a1 MOOUIbHbIX YCTPOMCTB.
AtakoBaTb B3n1oMaHHyto OC ropa3fo npoLle, a NOTOMY BEPOSTHOCTb 3apaXkeHuUs Ans
annapaTa C nofyyYyeHnem root-goCcTyna MHOroKpaTHO BO3pacTaeT. A Tenepb NogyMam-
Te elle pas, AENCTBUTENbHO 1M 3TO BaM TaK HEOBXOAMMO?
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MPEXAE YEM YCTAHOBUTb MOBUABHOE NMPUAOXEHUE,
BHUMATEAbHO U3YYUTE CMUCOK PA3PELLIEHUIA



COBET 53: BbIbOP NPUNTOXEHUA

HeBMHHOE NpunoXeHne-KaabKynsTop OTNPaBMiIO B Ball 6aHK SMS ¢ KOMaHAZOM Ha
nepeBoOf BallMX AEHEr Ha HE3HAKOMbIW CYET, a 3aTEM Pa30Ciao MO CNNCKY KOHTAKTOB
TenedoHa CCbINIKM Ha CBOKO KOMUKO? HenpusTHas cutyaums. Ho nocTtapanTeCb BCMOM-
HUTb, N3YYUIIN N Bbl CMIMCOK pPa3peLLeHunii, 3arnpallBaeMbiX KOBAPHbIM MPUIIOXEHNEM
npwv yCTaHOBKe? HaBepHsKa HET, MHaye Bbl 6bl 3a4a1MCb BOMPOCOM, 3a4eM KaKOMY-TO
KanbKynsaTopy LOCTYMN K CMMCKY KOHTaAKTOB M SMS. YBbI, Monb3oBaTe M CMapTGOHOB Ya-
CTO UTHOPWPYIOT CANCOK 3amnpallMBaEMbIX pa3peLLEHMIN, [OBPOBONbHO pa3peLlas npu-
NIOXEHMIO TBOPUTb HA YCTPOMCTBE BCE, YTO 3ab61aropacCcyamTcs ero aptopam. K cya-
CTblO, OAHOrO AOPOroCTOSAEro YypoOKa O6bI4HO XBaTaeT, YTOObl Ha4aTb OTHOCUTHCS

K 3TOMY 4yTb BHUMATEJIbHEE.



BECMAATHBIE MOBUABHBIE NMPUAOXEHUS e
MOryYT COBEPWATb MNOKYIKHU



COBET 54: HEBAMETHDIE
MOBWJIbHDbIE NMJIATEXU

C ueHOM MOBUNBHbLIX MPUIOXEHUN HE BCE TaK MPOCTO: €C/IU NPUSTIOXEHUE MOXHO
CKayaTb 6eCnNaTHO, 3TO eLlle He 3HaYUT, YTO Bbl He NoTpaTuTe AeHer. bonee Toro,

BaM OHO MOXET OOOUTUCH AOPOXE DOOro NnaTHOro. Ecam noseseTt, OHO NPOCTO
3aMy4aeT BaC NMoOKa3amm peknambl, a eCiM HET — «NOAOUT» Bally OAHKOBCKYIO KapTy
MOKYMNKaMU BHYTPU MPUIIOXEHUS. DTO BMOJIHE NerajsibHO C TOYKM 3PEHNS KOMMNa-

HUA — BNAAENbLLEB MAarasaHOB MOBU/bHbIX MPUNOXEHWNI, BEAb MHOTME MOJIb30BaTENN
LEeNCTBUTENBHO C NErKOCTbIO FOTOBbI MOTPATUTb LO/U1ap-APYTON Ha HOBbIN KPYTOW MeYy
B NIOBUMON Urpe. Hy>KHO TONIbKO cAenaTh Tak, YUTO6bl MOKYMNKa MPOUCXOAMA NYCTb

M B IBHOM BUE, HO BbICTPO U 6e3601e3HEHHO. A BOT 6€CYECTHbIE Pa3paboTUMKKM Npea-
NOYMTAKOT CO34aBaTb MPUSIOXEHUS, CNOCOOHbIE COBEPLUATbL MOKYMKK 1 6€3 Ballero

Ha TO JO3BOJIEHUS.



HE CTOUT KAUKATbE NO HE3BHAKOMBIM CCBIAKAM B SMS




COBET 55: OINACHbIE SMS-COOBLUEHUA

YacTo nu Bbl oTNpasBnseTe Apysbsim SMS CO CCbIIKOM Ha YTO-TO MHTepecHoe? Bpsa

NN, 3aTO 3/TOYMbILLNEHHVKM MPOCTO OBOXKAOT PacChlaTb COOBLLEHMS, COAEPXKALLME
BPELOHOCHYIO CCbIJIKY U TEKCT, MOTUBUPYIOLLNIN KIIMKHYTb NO HEW. bonee Toro, oHu
MOTyT cenatb TaK, YTO BPEAOHOCHOE COObLLEHNE NPUAET C HOMEPA OAHOIO 13 BaLLMX
3HaKOMbIX! 2TO, KOHEYHO, HE 3HAYUT, YTO 3/I0YMbILLNEHHUKMN CKIOHWUAM UX K MPecTymn-
HOMY 3apaboTKy. CKopee BCero, 3HaKOMOMY TaKas CCbisika MpuLLia YyTb PaHbLLUE, U OH
KJMKHYJT MO HeW. Tenepb ero cMapTHOH 3apaxeH BpeJOHOCHOM NPOrpamMmomn, KoTopas
TYT Xe NPUHANacb OTMPAaBAATb CCbIIKM Ha Cebs MO BCEMY CMUCKY KOHTaKTOB.



HE 3ABYADBLTE NMPO 3AWMUTY AETCKUX MOBUABHbBIX YCTPOWUCTB



COBET 56: 3ALLUNTA AETCKOIO
CMAPTO®OHA

Baw cMapTdOH HaaeXHO 3alUMLLEH, @ AEHbIVM C BAHKOBCKOW KapTbl BCE PABHO yTeKa-
OT M3-3a KaKMX-TO NoJo3puTenbHbix NOKynok B Google Play... Het, Google He nbiTa-
eTCs O6BOPOBbLIBATH BAC MO-TUXOMY, 3TO MPOTUB MPUHLUMOB YBaXXaeMOM KOMMAAHWNW.
Camoe BpemMs BCMOMHUTb, Kak Bbl BBE/IM AaHHbIE CBOEW KapTbl Ha TenedoHe pebeHka
NS MOKYMKM Napbl AeTCKMX Urp. Tenepb A0 AeTCKoro tenedoHa 4obpanacb MO6UIb-
Has 3apa3a M MOTUXOHbKY TSHET AEeHbIM C KapTbl, @ BO3MOXHO, M C MOOUIBHOTO CYeTa.
Camoe BpemMs NpekpaTuTb ee paboTy M YCTaHOBUTb Ha CMAPTHOH MOGUNbHBIN aHTU-
BMpYC. He ocTaBnanTe 6€3 3almMThbl ragXeTbl pebeHkKa!



NMOBTOPUTE
BBOA,

UCMOABb3YWUTE ABTOPU3AUMUIO MO OTMNEYATKY MAAbUA



COBET 57: HOBbIE TEXHOJIOIT'U 3ALLATDI

MO OCTPOCIOXETHBIM GUIbMAM Mbl 3HAEM, YTO 06/IaAaTENMN 3aMKOB C OTKPbITUEM MO
oTnevaTKy nasbla paHO WM MO34HO JINWAKOTCS PYKM, @ TaKXKe «MOA3aMOYHbIX» LIEeH-
HOCTEN, HO Ha NPaKTUKE HUYEro TaKoro He cayyaeTcs. [1o cyTu, 3almTa No OTNeYaTky
Ky[a HafeXHew YeTbIPeX3Ha4YHOro LMPPOBOro Koda Unn rpapuyecKoro Ko4a, nos-
CMOTPETb KOTOPbIE HE COCTAaBASET HMKAKOro Tpyaa. Ocob6eHHO HeHaAeXHbl MPOCTbIe
3alUMTHbBIE KOAbI, €CNN B PONU «3/10YMbILWEHHMKa» BbICTYyMNaeT Balla BTOpPas NOJOBM-
Ha, KOTOPOWM OYEHb 3aXOTEIOCh NPOYNTaTh SMS-CO0b6LLIEHNS Ha BalLeM CMapTHOHeE.
OTnevaToK yaobeH And Bnagesnbua n HeygooeH Ans 3/10YMbllUIEeHHUKOB — ABOMHOM
BbIVTPbILL.
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MOAKAIOYUTE YCAYTY SMS-YBEAOMAEHUN OB OMEPAUMSX MO KAPTE




COBET 58: KTO NPEAYNPEXAEH,
TOT BOOPY)XXEH

BaHkOMaTbl, OHNANH-MOKYMKW, MHTEPHET- Y MOBUJIbHBIN GAHKUHT U NpoYne GUHAHCO-
Bble TEXHOJIOTMK — Nyylune Apy3bs BOpa. Bally, KOHEYHO, TOXKE, HO eC/in AN19 BacC 3TO
NVLWb YOO6CTBO, TO AN HErO — MCTOYHMK 3apaboTka. [1noxmne pebsata oyeHb NobaT
rpabuTb, HE MPUBAVKAACH K CBOEW XEPTBE, 3TO M ObICTPO, 1 NErko, 1 6e30macHoO. 3aTo
3aWMTUTLCS OT NOAOHBHOrO OrpabneHns NPoLLe, HO NPV OAHOM YCNOBUW: €CNIN Bbl
3HaeTe, YTO BacC rpabsT. Ml ecnm exxeiHEBHO CMOTPETb BbIMMCKY MO GaHKOBCKOM KapTe
CNOCO6EH He KaXKablv, TO NONy4YeHne aBToMaTn4yecknx SMS-ysegomneHunin o6 onepa-
LUMAX HUKAKMUX YCUNIUIM He TpebyeT. YBuaenm SMS ¢ He3HakoMOW NoKynkon? berom B
6aHK, 610KMpOoBaTb KapTy! Kpome Toro, 6e3HanmnyHble AEHbIMM XOPOLUM elle 1N TEM, YTO
X MOXXHO BEPHYTb, HE FOHSASCH 33 BOPOM.



UCNOAB3YUTE ABYXPAKTOPHYIO AYTEHTUPUKALMIO




COBET 59: ABOMHAS 3ALLUTA OEHEr

[Mpwy HebnaronpuUaTHOM A1 BaC CTEYEHNM OOCTOATENbCTB YMESbIA XaKep CMOXeT
YKPacCTb NOYTM 060N NapOsib. Tak YTO €CM BaXKHbIW A5 BaC CEPBUC NpeanaraeT
IBYXDaKTOPHYIO ayTEHTUDUKALMIO, JydLle COracuTbCs. JLlonoONHUTENbHbBIN YPOBEHD
3alUMTbl B BUAE, HaNpUMep, NpucbiiaeMoro no SMS oaHOpPa3oBoro koaa, o6e3onacuT
BaLLY YYETHYIO 3aMnChb. XOPOLIMM BapUaHTOM ByaeT MCNOb30BaHME CMeLManbHOro
USB-TokeHa (kntova B BuAEe dnewkmn), 6e3 yctaHoBKM koToporo B USB-nopT komMmnbtoTe-
pa BOMTU B BaHK UM Ha CalT MHOIO 3aLLMLLAEMOTO CEPBMUCA HE MONYYUTCS.



HE3AUWMULWEHHbIN BAHKOMAT MOXET CTATb OPY AMEM KUBEPMPECTYIMHUKOB



COBET 60: ONMACHbIN BAHKOMAT

Yanb, 4TO 6aHKM He NULLYT Ha KapTax KPaTK1KM, HO eMKn AeBn3 «CMOTPK, Kyaa
cyelb!» — 3TO, 6€3 COMHEHUS, MOMOIO 6bl NPEAOTBPATUTbL HEMANO C/y4YaeB MO-
LWEeHHMYeCTBa. baHKOBCKME KapTbl — YAOOHENLMIA CNOCO6 NaTexa U B TO Xe Bpems
NPOCTOM 1 6e30MnacHbIM MeTo orpabneHuns Balero 6aHKOBCKOro cyeTa. Hanpumep,
O6bIYHbIN YEIOBEK Ha MNa3 HMKAK He CMOXeT OnpenennTb, YACT M 6AHKOMAT UK
OCHalLleH CKMMMEPOM — YCTPONCTBOM AJ19 KPaXXWM AAaHHbIX KapThbl. [1peCcTynHUKM

(MX Ha3bIBAOT KapAepamm) 4ABHO HAYUYNINCh MAaCTEPCKM CKPbIBATb M MAaCKMPOBATb
CBOIO annapaTtypy, yCTaHaBAMBaEMYIO Ha BaHKOMaTbI. VIHXeHepHble 6purabl HaBe-
LWatOT GaHKOMaAT pa3 B MeCsL, UK eLle pexe, 1 3a 3TO BpeMs YLUble KapAepbl MOTyT
YKPaCTb AaHHbIE KAPT MHOTUX COTEH U aXe ThiCSY ero Nonb3oBaTeNen.



CAMBbIY BE3OIMACHbIN BAHKOMAT — B OTAEAEHUU BAHKA




COBET 61: BbIbOP BAHKOMATA

Ho He Bce 6aHKOMaTbl OAMHAKOBO OMACHbI: MPECTYNMHUKU-Kapaepb! MO64T OCTaBaTb-
ca ¢ 6aHKOMATOM HaeauHe, YTO6bl YCTaHOBUTb UM CHATb CBOE 060pYya0OBaHMe 6e3
NNWHWX cBuaeTenein. MNpuyemMm yeAMHEHHbIM MECTOM MOXET OKa3aTbCsl U OXXMBJIEHHbIN
TOProBbIM LEHTP, MOCTOSHHbIE TOMMbI HArPYXXEHHbIX MOKYMKAMWN TIOAEN U COHHbIE
OXPaHHUKM 06eCneyYmBatoT NMPECTYMNHWKY BO3MOXHOCTb NPUIATK, CAENaTb CBOE Yep-
HOe AeNo 1 YMTU C AeHbraMm AU AAHHBIMU KapT, CPean KOTOPbIX MOXET OKa3aThCs

1 Bawwa. Jly4ywmin 6aHKOMaT — TOT, KOTOPbIN YCTaHOBNIEH B XOPOLLO MPOCMATPMBAEMOM,
OXPaHAEMOM U MPOrNaAbIBAEMOM KaMepaMm NMOMeLLEHNM BaHKa.



MEPEAAYA AAHHBIX MO NFC MOXET BbiTb UCTTOAB30BAHA
AAS 3ATPY3KU 3AOBPEAA



COBET 62: BbBICOKOTEXHOJIOT'MYHAA
YIPO3A

[Mopon co3paeTcs BnevyaTneHne, YTo BCE BUAObI CBA3M NpUAYMaHbl NKOAbMMU LU AN
TOro, YTOHbI KOMY-TMOO BPEANTb. VIHTEPHET NOMIOH KMOEPYrpo3, MOYTOBbIE FONYy6U
elle B CTapMHY HOPOBWIWM HaraauTb Ha rONOBY NMoJsyvaTens CoobLleHuns, TenedoH

M MOHbIHE LWMPOKO NPUMEHSIETCS ANs TYNbiX PO3bIrpbillen, a Noyta Poccumn cymena
06beANHUTL B Ce6E BCE CaMble Nydlume NpakTuKkK. Kasanocs 6bl, TexHonorms NFC
(Near Field Communication, cBsi3b 61MXHEro 4eNCTBMS) AOMKHA 6bITb COBEPLUEHHO
6€3061AHON XOTS 6bl B CUY TOTO, YTO AENCTBYET Ha PACCTOSHNM B CYMTAHHbIE CaHTU-
MeTpbl. HO HeT, y)ke NOSIBUANCh METOAMKMU, MO3BONSIOLLME NEPEXBATUTL NepeaBaeMble
nocpeactsom NFC gaHHble Mnn 3apasmnTb MO6UIbHOE YCTPOMCTBO. B obuiem, ctonT
CneauTb 3a TEM, K YEMY U K KOMY Bbl MPUCIOHSIETE CBOM HAaBOPOYEHHbIM CMapTHOH.



MCNOABL3YUTE MOAYAb KOHTPOAS YYETHbLIX 3AMUCEN



COBET 63: MPO®UNIU )
A4 MNOJIb3OBATEJIEU

Moayib KOHTPOSSA YYETHbIX 3aMMCEN MOMb30BATENEN — 3TO MNONE3HbIN MHCTPYMEHT,
KOTOPbIM OTCNEXMBAET BCE AENCTBMS, BbIMOIHAEMbIE 3aMyLLEHHbIMU MPUNOXEHUIMMN,
N MPU O6HAPYXKEHUWN MOTEHLIMANbHO OMACHOM aKTUBHOCTM, LIS BbINMOSIHEHUS KOTO-
PO HEOBXOAMMBI MPaBa aAMUHUCTPATOPA, OCTAaHABAIMBAET NPOrPamMMy 1 BbIBOAUT
Ha 3KpaH 3anpoc paspelueHmns. C MOMOLLbO STOro MOAYNS MOXHO CO34aTb MOJb30Ba-
TeNbCKME YUYETHbIE 3aMUCU IS BCEX YIEHOB CEMbM, YTO CYLLECTBEHHO YNPOCTUT UM
O6LLEHME C KOMIMBIOTEPOM, @ Pa3INYHbIM BUPYCaM, HAOBOPOT, YCIOXHUT. Beab aaxe
B C/lyYae YCMeLWHOro 3apa)eHns nosib30BaTeIbCKOM 3amnnCK 3M10BPe, HE NMOyYuT
npaBa aMMUHUCTPATOPA U HE CMOXET CePbe3HO HaBPeaAUTb.






COBET 64: YYEBA NOA 3ALLUTON

Korpa toHbIh Mmuxann JIOMOHOCOB e Yyepes BCo POCCUIO yYNUTbCS HayKaM, 4s 3aLLMThbI
OT INXUX IOAEN eMY MPULLIOCH NPUCOENHUTBLCS K pbloHOMY 0603y. [Mpowno 300 ner,
NyTb K 3HAHWSIM CTas fierye v NpoLle, HO efBa nn 6e3onacHee. VIHTepHET BbICTPO
CHabAUT MbITAUBBIA YM JIIOOON HEOOXOAMMOM MHbOPMaLMeEN, HO ObuTaloWMe Tam
KM6epyrpo3bl MOMNYTHO NPUYMHAT HEMANO HENPUATHOCTEN. HexxenatenbHas pekiama,
Kpa)ka NepCoHaNbHOM MHGOPMaLMK, LIMPPOBAHUE COAEPXKMMOTO XECTKOTO AMNCKA

C NoCNenyoLWMM BbIMOraTe/IbCTBOM — JIWLLb Masnas TOJIMKA TOrO, OT Yero MOXHO
nocTpanaTtbh, 6ecneyHo 6opPO3aa NPOCTOPLI MHTepHeTa. ObecneybTe 3alnTy AETCKOro
KOMMbtOTEpPa, 61aro COBpeMEHHbIE aHTUBMPYCbl PbIGON MPAKTUYECKMN HE MaxXHYT.



HE OCTABASUTE PEBEHKA HAEAUHE C KOMIMbIOTEPOM




COBET 65: AETCKASA JIIOBO3HATEJIbHOCTDb

[eTn o4yeHb NtOOOMNbITHBI, @ MOTOMY Takasi MHOFOGYHKLMOHaNbHas WTYKa, Kak
KOMMbIOTEP, MM BECbMa M BECbMa MHTEPECHAa (MOYTU TaK Xe, Kak Ballv aBTOMOOGWIIb
N PYXbe, HO AOCTYMN K HMM Bbl HABEPHSIKA OrPaHnYMmM). XOpoLlo ellle, Y4TO C ero
MOMOLLbIO Manblll HUKOTO YH6UTb HE CMOXET, @ BOT CaM HOYTHYK MOXET NOCTpaaaTh,
npu4em o4veHb 6bICTPO M oYeHb daTanbHO. OTAaNTe, HaKOHeL, pebeHKy ero
paanoynpaBAgeMyo MallMHKY, KOTOPYIO ABe HeAEeNU Ha3ah B3S/IM «Ha Mapy MUHYT
MOrOHSATbY, N 3a6epuTe y HEro HOYTHYK.



KCTATU, AHTUBUPYC HYXEH HE TOABKO WINDOWS-INOAb30OBATEASM




COBET 66: YIPO3bl AJid BCEX CUCTEM

BbITyeT MHEHWE, YTO BpeAOHOCHbIE NPOrpamMMbl MULWYTCS Anwb nog Windows, apyrue
e nnaTdOpPMbl OT STOM HaMACTM 1M36aBAEHbl. DTO BEPHO JNLb AN TEX ONEPALMOHHbIX
CUCTEM, KOTOpPbIE, KaK HEYNOBUMbIN [1)KO 13 N3BECTHOIO aHEKAO0Ta, HUKOMY HE HY>KHbl.
Linux 1 Mac OS y»e AaBHO K TaKOBbIM HE OTHOCSATCS — OHW AOCTAaTOYHO LWMPOKO pac-
MPOCTPaHEHbI, @ KPOME TOrO, UX MOMb30BATENM 3a4aCTyO NpeHebperatoT aHTUBUPYC-
HbIM 1O 1 ApyrmMm Mepamm 3aLmThbl, YTO AeNaeT UX JIEFKOMN MULLIEHbIO. YBbI, KaK 6bl HM
6bI10 MaNo BPEAOHOCHbIX MPOrpamMm Ajs Ballen onepaunoHHON CUCTEMbI, A1 Hapy-
LEeHUS ee pabOoTbl U KpaXKn LEHHOM MHOPMALIMK XBAaTUT AaxKe OOHOro 310Bpeaa.



OTKAIOHYUTE ABTO3AINYCK PAEWEK




COBET 67: ONACHDIE PJIELLKU

Mbl yunm cobak HMYero He noadbmpaTb C 3€MAU, YTOObI OHW HE OTPABUANCH U He
NOAABUINCH YEM-TO HENoAXOoAsLWMM. [TPUMEPHO TO e CaMoe BiaAe el KOMMbloTepa
LIOJKEH cAenaTb A1 CBOEro 3/IeKTPOHHOTo NnTomua. OyHKLMS aBTOMATLUYECKOTO 3a-
nycka GannoB, pacnofioXeHHbIX Ha dnewke nanm DVD-ancke, 6yaet cnocobCTBOBaTb
3apaXKEHWNIO KOMMblOTEPaA, €CNU Ccpeam 3TUX GanaoB 3aTecanocb BpeAOHOCHOE Npo-
rpaMmmHoe obecneveHme. K cyacTbto, B HOBbIX Bepcusix Windows 3Ta QyHKLKMS NO
YMONYAHWIO OTKJIKOYEHA, HO €CJIN Bbl A0 CMX Nop nonbdyeteck Windows XP, ctouT
OTY4YUTb CUCTEMY OT STOM BPEAHOW MPUBBIYKM.



M3BAEKAWUTE YCTPOUCTBA BE3OIMACHO




COBET 68: COXPAHEHUE OAHHDIX

KnHynn dannbl Ha dneLuky v BblAepPHYIN ee 13 KoMMa? [OTOBbTECH K TOMY, UTO UX TaMm
He okaxkeTcs. HeT, aTo He amBepcust. Kak HM CTPaHHO, 3TO cAeNnaHo Ans yaob6CTBa
nonb3osaTtenen. [leno B TOM, YTO GeLlKka 3arnnCbiBaeT AaHHble ropa3fo MeajieHHee,
4EM KOMMbIOTEP NX MOXET nepeaatb. [M03TOMy, YTO6bI HE TPATUTb MHOMO BPeEMEHM

Ha npouecc nepegayn, Windows 3anmcbeiBaeT nepefaBaemMble AaHHbIe B CNeUManbHYo
o61acTb NamMmaT (bydep), N3 KOTOPOW OHU MOCTENEHHO CHPACHIBAIOTCS Ha GeLLKY.
Mocne 3anucu B 6ydbep nocneaHen nopumm nHdopmaumm Windows yébrpaeT C aKpaHa
OKHO C MHAMKATOPOM Mporpecca KONMpoBaHUS GanaioB, HO 3TO COBCEM He 3HAYMT,
YTO 3anmnChb yXe 3aBepLueHa. Ecnm ¢neliky Hafo BbIAEPHYTb CPOYHO, MOMOXET GYHKLLNS
6€30MacHOro 13B/eYeHns YCTPOMCTBA, NOCEe ee NCMNOJb30BaHMS 3aNnCb rapaHTUPO-
BaHHO 3aBEPLUNTCS.



BEBE-KAMEPA MOXET UCMNOAb30OBATbLCH AAS LUMUOHAXA



COBET 69: HE3AMETHbIU LUMUOH

Be6-kaMepa — Benmnyanlliee N30bpeTeHNE, NPeXae BCEro ANs TeX, YbM APY3bs NN
POACTBEHHWUKM HAaXOAATCA 3a TPUAEBATbL 3eMeflb. HO He BCe TaK MO3UTUBHO, MO3TOMY
NPUMNTE MepbI, YTOObI KAMepPbI BaLLMX YCTPOMCTB HE MOTIM BblAAaTb 3/10YMblLLNEH-
HMKaM NOAPOBGHOCTW BaLlLEN TNMYHOM XN3HK. MICNONb30BaTb X MOXHO MO-BCAKOMY,

B 3aBMCMMOCTM OT dhaHTa3nmM Xakepa 1 OT CIOXKETOB, KOTOPbIE EMY YAANOCh 3aCHATH:
HauyMHasa oT NpoAaxku GOTO M BMAEO Ha MOPHOCANTHI U 3aKaHYMBaAs LUAHTaXKOM 3ane-
YaT/IEHHbIX repoeB. He XOTUTe NonacTb B HEMPUATHYIO CUTYaLMIO — MOJb3yMTECH 3a-
LWMTHBIMM CpeacTBaMu, 61aro KOHTPOAMPOBATb AOCTYM K Be6-KaMepaM COBPeMEHHbIE
AHTUBMPYCbI YXKE HaYYMINCh.
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COTPY AHUK TEXI'IOAAEPX-(KH WINDOWS — ;__\
MonyAsPHbI Y MOLWEHHUKOB OBPA3



COBET 70: TENE®OHHOE
MOLUWEHHUYECTBO

«34paBCTBYMTE, 9 COTPYAHMK Texnoaaepxkm Windows, Ha Ballem KoMnbloTepe
O6HapyXeH OCOBO OMACHbLIN BUPYC», — TaK MOXeT HAYMHATbCS Pa3roBop C TenedoH-
HbIM MOLLUEHHUKOM. CxemMa 06MaHa MPOCTa: 3/I0YMbILLNEHHVK YOeXAaeT Nob3oBaTens,
YTO €ro KOMMbIOTEP 3aPAXKEH, M MPOCUT NPOAeNaTh Ha KOMMbIOTEPE PSAL AEVNCTBUM,
KOTOpbIe KOGl M36aBSAT €ro OT 3apasbl. HO Ha caMoOM Aene BbINONHEHNE KOMaHA,
MOLLEHHVKa N MPUBOAUT K MOABJIEHUIO HA KOMMbIOTEPE BPELOHOCHOM NMPOrpamMmbil.
[MOTOMY CTOWUT 3aMOMHUTb: CKOMIbKO 6bl BUPYCOB HW 6GbINIO HA BalLeM KOMMbIOTEPE,

13 Microsoft Bam He NO3BOHST.



Ecnv Bbl BHUMATENBHO NPOYMTANN HALLM COBETbI, 3HAYUT, Bbl
npenynpexXxaeHsl 1 MoXeTe BCTpevaTb MHOOPMALMOHHbIE
Yrpo3bl INLOM K LY U C NOAHATbIM 3abpasom. Ho ansg
NONHOW YBEPEHHOCTU B COOCTBEHHOM 6€30MaCcHOCTM CTOUT
CTaTb elle U BOOPYXXEHHbLIM, YCTAaHOBMB aHTUBUPYCHOE
nporpaMmmMHoe obecneyeHne — Hanpmmep, Haw Kaspersky
Total Security, NpoO6HY BEPCUIO KOTOPOrO MOXHO 3arpy-
3UTb CO CTPaHuubl https://survival.kaspersky.ru

NHbOopMaLMIO O HOBbIX MOLLIEHHNYECKMX PACCHIIKAX, aKTy-
aNbHbIX onepaumax KMb6epnpecTynHNUKOB, MecTax obuTa-
HNS BUPYCOB M BbiMaca TPOSHCKMX KOHEN ULLMTE B HaLLeM
6nore https://blog.kaspersky.ru
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